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Abstract

This white paper provides an overview of power management in the WDM architecture and the
necessary code required to implement minimal support. This paper makes the assumption that
the reader is experienced writing WDM USB drivers and is familiar with USB bus analyzer tools
such as the CATC™ product line (see http://www.catc.com for more information).
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Introduction

White Paper Overview

This white paper is a brief tutorial for proper power management implementation. This
paper covers handling of the IRPs, generated by the device driver and the operating system’s 1/O
and power managers, that relate to power management. The 1/O manager dispatches various PnP
IRPs to the device stack and the power manager dispatches various power IRPs. All of these
IRPs will be discussed in greater detail later in this paper.

This paper begins with a brief overview of the power states and their respective
definitions for systems and devices. The power state overview is followed by the parameters
(device capabilities, power state information, etc.) that must be stored in the device extension in
order to simplify supporting power management. The reader is then informed how to acquire the
device capabilities information.

The minor power IRP codes are then discussed individually. In addition to the proper
implementation of the minor power functions, issues are addressed that go beyond available
documentation, and solutions will be provided to work around and accommodate these problems.
The code provided in this paper is a mixture of Windows® 2000 DDK (March 9, 2000 build)
sample code and code derived from the documentation and through knowledge of existing issues.

Before beginning the overview of power states, it is important to remember the layering
of drivers in the WDM architecture. Figure 1 shows a simplified view of the device driver
layering. The functional device object is the device object that the under control of the device
driver. The corresponding physical device object is the physical abstraction created by the hub’s
functional device object. There can be multiple layers of hub functional and physical device
objects (depending on the number between the device and the root hub). The bottom of the stack
is the (USB) bus functional device object. This paper will now refer to this stack of device
objects as the USB Stack. However, there are some IRPs that travel to and from deeper in the
stack, such as to the ACPI driver.
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Figure 1. Simplified Device Layering View

Overview of Power States

In the WDM architecture, there are five system and four device power states that range
from fully on, to sleeping or suspended, to fully off. The names and meanings of these power
states are summarized in Table 1 and Table 2. For more information on the ACPI system sleep
states, see [1].

System Power States

System State Meaning

PowerSystemWorking (S0) System fully on

PowerSystemSleepingl (S1) |«  System fully on, but sleeping
e Most APM machines go to this state

PowerSystemSleeping2 (S2) |«  Processor is off
¢ Memoryison,
e PClison

PowerSystemSleeping3 (S3) | «  Processor is off
e Memory is in refresh
e PCI receives auxiliary power

PowerSystemHibernate (S4) | OS saves context before power off

PowerSystemShutdown (S5) | System fully off, no context saved

Table 1. Summary of System Power States

The first and highest state, PowerSystemWorking or SO, corresponds to the state in which
the system is in normal operation with all devices on. If a machine in SO is idle for long enough,
the system may power off the monitor and power down the harddrive(s). In this state, the USB
bus is fully on. See [2] for more information.

Kosta Koeman 5
Intel Architecture Labs



The first sleep state, PowerSystemSleepingl or S1, corresponds to the system fully on but
sleeping. At this point, the harddrive(s) are powered down and the monitor is powered off. Most
APM machines power down to this state when suspended. In this state, the USB bus is
suspended, and Vs is still powered to 5 volts. See [3] for more information.

The second sleep state, PowerSystemSleeping2 or S2, corresponds the processor being
turned off. Main memory is still active and the PCI bus is powered. This state is typically not
used in the Windows® operating systems. Vpys is still powered to 5 volts. See [3] for more
information.

The third sleep state, PowerSystemSleepingS3 or S3, corresponds to the sleep state in
which memory is placed in the refresh state (memory is still refreshed periodically, but no
memory access occurs) and the PCI bus is powered with auxiliary power. This suspend state is
the goal of ACPI machines. While in the S3 sleep state, older platforms power off the USB bus.
Newer motherboards power the USB bus using auxiliary power while in S3. Examples of
motherboards that have this capability use Intel’s 82820 and 82815 chipsets. See [3] for more
information.

Powering down to the fourth sleep state, PowerSystemHibernate or S4, involves first
saving the operating system context to hard disk before powering off the system. The purpose of
this sleep state is to provide a means for quick reboot of a PC. USB is powered off in this state.
Windows® 98 ME (a.k.a. Millennium) and Windows® 2000 both support S4. See [3] for more
information.

The final sleep state, PowerSystemShutdown or S5, corresponds simply to power being
turned off. No operating system is saved before entering this state. The user places the PC in
this state by selecting Start->Shutdown->Shutdown. USB is powered off in this state. See [4]
for more information. Windows® 2000 provides extra information when setting this state. See
[5] for more information.
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Simplified System Power State View

These five system power states can be categorized or viewed into three states by USB
devices: powered on, suspended, and off. The mapping of these three simplified state is shown
in the table below. The purpose of introducing these states is to simply the view of these power
states as they apply to USB.

Simplified State | System Power States

Powered On PowerSystemWorking
Suspended * PowerSystemSleepingS1
» PowerSystemSleepingS2
» (PowerSystemSleepingS3)
Powered Off e (PowerSystemSleepingS3)
» PowerSystemHibernate

» PowerSystemShutdown

Table 2. Simplified System Power State View

It is important to note that the PowerSystemSleepingS3 state is listed in both the
suspended and powered off simplified state. The reason for this dual assignment is the fact that
new ACPI systems maintain bus power (Vys at 5 volts) where others do not. Also, all current
PCI-USB add-in cards do not amplify the PCI bus voltage (3.3 volts) to the level needed (5 volts)
to power the USB bus. Therefore, if Vs is maintained to 5 volts on a system, the simplified
state will be suspended. If not, the simplified state will be powered off since from an operating
system point of view, all USB devices have been removed.

Device Power States

The four device power states consist of a full power state, PowerDeviceDO or simply DO,
and three sleep states, PowerDeviceD1 or D1, PowerDeviceD2 or D2, PowerDeviceD3 or D3.
According to the DDK, the difference between the sleep states is in the latency in returning to the
full power state, PowerDeviceDO0. As will be seen later, PowerDeviceD3 will be used as an
“off” state when the USB bus is powered off to maintain consistency with the DDK
documentation. For more information on ACPI device power states, see [6].

Device Power State | Meaning

PowerDeviceDO0 (D0) Full Power. Device fully on.

PowerDeviceD1 (D1) Low sleep state with lowest latency in returning to PowerDeviceDO state.
PowerDeviceD2 (D2) Medium sleep state

PowerDeviceD3 (D3) Full sleep state with longest latency in returning to PowerDeviceDO.

(Note: Commonly referred to as “off,” however a USB device’s parent port is
not powered off, but rather suspended.)

Table 3. Summary of Devices Power States
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Simplified View of Device Power States

For device power states, there is no difference in the status of a device’s parent port
between the three device sleep states: PowerDeviceD1, PowerDeviceD2, and PowerDeviceD3.
Powering down into any of these power states result in the device being suspended. For USB,
there are basically two power categories: fully powered or suspended. However, the driver
should still set device power states during system power state changes according to the power
state mapping in the device capabilities structure. The state of powered off (i.e., USB power is
off) involves the driver being unloaded and does not correspond to the PowerDeviceD3 state.
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Supporting Power Management

Supporting power management requires cooperation between the power manager and the
device driver. The power manager [7] manages system power and tracks power IRPs travelling
through the system. The device driver must implement a certain amount of functionality in order
to support power management properly [8].

This white paper covers the necessary components and code for supporting power
management. First, the information needed to store in the device extension, which include the
device capabilities structure filled in by the bus driver. Second, the relevant components of the
device capabilities structure are discussed, followed by the appropriate means of acquiring and
storing that information.

Next, the four power IRPs are discussed and sample code is provided for supporting these
IRPs. The next section focuses on IRP sequences that a driver will receive and/or generate in
specific power events. How to generate power IRPs is covered in the next section.

Finally, the worst-case scenario is discussed followed by the consequences of not
supporting power management properly.

Power Information To Store In The Device Extension

For simplifying power management implementation, it is necessary to store the device
capabilities [9], as well as the current system and device states, and a flag for signaling device
power transitions. A portion of the device extension is shown below. The reason for saving this
information in the device is to record current system and device power states (due to
| RP_MN_SET_POWER IRPs), monitoring power state transitions (due to
| RP_MN_QUERY_POVER IRPs), and managing device power according to system power state
change. Each of these will be discussed further in the discussion of the four minor power IRP
codes.

typedef struct _DEVICE_EXTENSION {

DEVICE_CAPABILITIES DeviceCapabilities;
POWER_STATE CurrentSystemState;
POWER_STATE CurrentDeviceState;

} DEVICE_EXTENSION, *PDEVICE_EXTENSION;

Sample Code 1. Parameters stored the device extension for proper power management support
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Overview of Device Capabilities Structure

The device capabilities structure stores power management related parameters. The host
controller driver fills in this structure based upon the BIOS’s ability to support power
management for the host controller. For basic support of power management, only a few
components of the DEVI CE_CAPABI LI Tl ES are used: DeviceState, an array of
DEVI CE_PONER_STATE values that link system power states to corresponding device power
states; SystemWake, a SYSTEM POWAER _STATE value that indicates what is the lowest system
power state in which the device may wake up the system; and DeviceWake, the lowest device
power state make wakeup itself or the system.

The DeviceState array provides a mapping on which device power state a device should
set itself to when a system is entering some sleep state. The mapping of a USB device is shown
in Table 3.

Device State Device State
(Wakeup supported) | (Wakeup not supported)

System Power State

PowerSystemWorking

PowerDeviceD0O

PowerDeviceD0O

PowerSystemSleepingl

PowerDeviceD2

PowerDeviceD3

PowerDeviceSleeping?2

PowerDeviceD2

PowerDeviceD3

PowerSystemSleeping3

PowerDeviceD2

PowerDeviceD3

PowerSystemHibernate

PowerDeviceD3

PowerDeviceD3

PowerDeviceD3

PowerDeviceD3

PowerSystemShutdown

Table 3. DeviceState Values

The SystemWake value is used to determine whether or not to issue a wait/wake IRP on a
suspend event. If the USB device supports remote wakeup, this value should be
PowerSystemSleeping3 since this will be the minimal power state in which the USB bus could be
powered.

The DeviceWake value is used to determine which state to enter when entering a low
power state, for example, when aggressively managing power. If the USB device supports
remote wakeup, this value should be PowerDeviceD2.
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Acquiring Device Capabilities

After receiving an | RP_IMN_START_DEVI CE PnP IRP, the I/0O manager will issue an
| RP_N_QUERY_CAPABI LI TI ES IRP. The driver should attach a completion routine (as
shown below) in which the device capabilities’ power values are modified and stored in the
device extension. The modifications of the device capabilities include setting the Renovabl e
flag to TRUE and setting the Sur pri seRenpoval OK flag to TRUE. In Windows® 2000, if
either of these values are set to FALSE, then the user must stop the device before disconnecting
it. Setting these values to TRUE removes this requirement and allows for the device to be truly
hot pluggable. Of course, the consequence is that the | RP_IMN_SURPRI SE_ REMOVAL PnP
must be properly supported.

/I'in the PnP dispatch routine
case | RP_MN_QUERY_CAPABI LI TIES: // 0x09

}

| oCopyCurrent | rpSt ackLocat i onToNext (| RP);
| 0Set Conpl et i onRout i ne( | RP,
QueryCapabi liti esConpl eti onRouti ne,
Devi ceObj ect
TRUE,
TRUE,
TRUE) ;

ntStatus = | oCal |l Driver (devi ceExt ensi on->St ackDevi ceCbj ect, |rp);

return nt Status,;
br eak;

return nt Status;

Sample Code 2. Attaching Completion Routine to the IRP_MN_QUERY_CAPABILITIES IRP

NTSTATUS
QueryCapabi liti esConpl eti onRout i ne(

I N PDEVI CE_OBJECT Nul | Devi cenj ect,
IN PIRP Irp,
I'N PVO D Cont ext

)

{
PDEVI CE_OBJECT devi cebj ect = (PDEVI CE_OBJECT) Context;
PDEVI CE_EXTENSI ON devi ceExt ensi on = devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;
Pl O_STACK_LOCATI ON | RPSt ack = | 0oGet Current | RPSt ackLocation (Irp);
PDEVI CE_CAPABI LI TI ES Capabilities =
I rpSt ack- >Par anet er s. Devi ceCapabi l i ti es. Capabilities;

ULONG ul Power Level ;
/1 1f the lower driver returned PENDING mark our stack |ocation
/1 as pending al so.
if (1rp->Pendi ngRet urned)

I oMar kI r pPendi ng(Irp);
ASSERT( | r pSt ack- >Maj or Functi on == | RP_MJ_PNP) ;
ASSERT( | r pSt ack- >M nor Function == | RP_MN_QUERY_CAPABI LI TI ES);
/1 Modify the PnP val ues here as necessary
Capabi | i ti es->Renpbvabl e = TRUE; /1 Make sure the systens sees this
Capabi | i ties->Surpri seRenoval K = TRUE; /1 No need to display wi ndow if not

/1 renoving via applet (Wn2k)
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/1 Save the device capabilities in the device extension
Rt | CopyMenor y( &devi ceExt ensi on- >Devi ceCapabi liti es,

Devi ceCapabilities,

si zeof (DEVI CE_CAPABI LI TIES)) ;

/1 print out capabilities info

derl nt(("************ Ek\” ce @pabl I | tes ************\n"));

KdPrint (("SystemMke = % (O0x%)\n",
Syst enPower St at eSt ri ng[ devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst em\ake] ,
devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst en\ake) ) ;

KdPri nt (("Devi ceWake = %\ n",
Devi cePower St at eSt ri ng[ devi ceExt ensi on- >Devi ceCapabi l i ti es. Devi ceWake] ,
devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst en\ake) ) ;

for (ul PowerLevel =Power Syst emnspeci fi ed;
ul Power Level < Power Syst emVaxi mum
ul Power Level ++)
KdPrint (("Dev State Map: sys st % = dev st ¥%\n",
Syst enPower St at eSt ri ng[ ul Power Level ],
Devi cePower St at eSt ri ng[
devi ceExt ensi on- >Devi ceCapabi l i ti es. Devi ceSt at e[ ul Power Level ]]));
}
Irp->loStatus. Status = STATUS_SUCCESS;

return nt Status;

Sample Code 3. | RP_MN_QUERY_CAPABI LI TI ES Completion Routine
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The Four Power IRP Minor Functions

There are four power IRP codes, as shown in the table below, may be generated by either
the power manager [10], the device driver [11] or both. Only the device driver may generate the
two optional IRPs, power sequence [12] and wait/wake [13]. The device driver may also
generate set power and query power IRPs, but only of with of device type, not system. The
power manager will generally generate only the system query power and set system power IRPs
to control system power. However, if a driver registers for idle detection via the
PoRegisterDeviceForldleDetection() [14], then the power manager will issue a set device power
IRP if the device has not called PoSetDeviceBusy() [15] within the maximum idle time.

Minor IRP Code Optional/Required Generated By
IRP_MN_POWER_SEQUENCE Optional Device
IRP_MN_QUERY_POWER (System) Required Power Manager
IRP_MN_QUERY_POWER (Device) Required Both
IRP_MN_SET POWER (Device) Required Both
IRP_MN_SET POWER (System) Required Power Manager
IRP_MN_WAIT WAKE Optional Device

Table 4. Minor Function Power IRP Codes

IRP_MN_POWER_SEQUENCE

This optional IRP is used for optimizing device state change processing. The device
driver generates this IRP to determine the number of times the device has entered the different
device power states, possibly keeping track by storing this information in the device extension.
This paper defers to reader to [12] for more information.

IRP_MN_QUERY_POWER

In general, the power manager is the policy owner of this minor IRP code [16].
However, a device driver may generate this IRP as well. The power manager uses this IRP to
request approval from all device drivers for the system to enter a specific sleep state. This IRP is
not sent when powering up the system (always to SO) or under critical situations where system
power is about to be lost. If the system wishes to change sleep states, the system will first power
up to SO, and then go into the other low power state.

The rest of this section focuses on advising on the driver’s policy for handling suspend to
S1 through S4 requests. All devices must accept system power requests to S4 and S5. It should
be noted that when a system is shut down, the OS might not issue a query IRP before a set
system power IRP.

When the operating systems issues a query IRP to enter S1 or S3, the device driver has
two options when transmitting data: reject the IRP, thus preventing the system from entering that
sleep state; or stop all data transmissions, queue up further data transmitting IRPs, and pass down
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the query IRP down the stack. If idle, the device driver must perform the latter option to allow
the system to enter the sleep state.

In some cases, the vendor may wish to provide the consumer the option of which choice
the driver makes whenever the preferred option is not obvious. This can be done by the device
driver’s corresponding application toggling a registry value that is read by the device driver.

Cases in which the vendor may wish to grant the consumer this option may include
scanners, video cameras, even mass storage devices, and other devices transmitting non-critical
data. Upon system resume, a well-written device driver would be capable of completing a file
transfer, completing the scan, resume video transfer, or whatever task it had before the system
entered the sleep state.

Cases in which the device driver should reject the system’s request enter a sleep state are
those in which data would be lost or corrupted. The best examples of this case are printers (print
job may be ruined by stopping/resuming) and communication devices, such as modems, that are
transmitting data (as opposed to maintaining a connection). Communication devices that are
simply maintaining a connection should allow the system to enter a suspend state and cause a
remote wakeup event whenever actual data is received.

Ultimately, vendors know their customers best and must decide what is the suspend-
while-transmitting policy and if it is appropriate to provide their customers the option of
changing that policy. The following source code provides the flexibility of having consumer
preferences dictate the policy regarding suspend while the device is transmitting data.

NTSTATUS

Di spat chPower (
I N PDEVI CE_OBJECT Devi ce(bj ect,
I'N PI RP Irp

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ce(bj ect - >Devi ceExt ensi on;

Pl O_STACK_LOCATI ON i r pSt ack = loGetCurrent|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;

KdPri nt (("Di spat chPower () | RP_MI_PONER\ Nn"));

switch (irpStack->M nor Functi on)

{

case | RP_MN_QUERY POVER
if (irpStack->Paraneters. Power. Type == Syst enPower St at e)
Handl eSyst enfQueryl r p(Devi ceObj ect, Irp);
else if (irpStack->Paraneters. Power. Type == Devi cePower St at e)
} Handl eDevi ceQueryl r p(Devi ceObj ect, Irp);

br eak;

Sample Code 4. IRP_MN_QUERY_POWER
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NTSTATUS
Handl eSyst enQuer yl r p(
I N PDEVI CE_OBJECT Devi ce(bj ect,

INPIRP Irp
{ )
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = loGet Current | rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;
BOOLEAN f NoConpl eti onRouti ne = FALSE;
BOOLEAN f PassDownl r p = TRUE;
KdPrint ((" \n"));
KdPrint (("Power() | RP_MN_QUERY_POAER to %s\n",
Syst enPower St at eSt ri ng[i r pSt ack- >Par anet er s. Power . St at e. SystenfState] ));
/1 first determine if we are transmtting data
if (devi ceExtension->ul Qut Standinglrps > 0)
{
BOOLEAN f Opt i onDet er mi ned = FALSE;
ULONG  ul St opDat aTr ansm ssi onOnSuspend = 1;
BOOLEAN fTransm ttingCritial Data = FALSE;
// determine if driver should stop transmitting data
f Opti onDet erm ned = ( BOOLEAN) Get Regi st ryDwor d( &gRegi st ryPat h,
L" St opDat aTr ansm ssi onOnSuspend"”,
&ul St opDat aTr ansm ssi onOnSuspend) ;
/1 Note COVPANY_X_ PRODUCT_Y_REGQ STRY_PATH is the absolute registry path
/1 which would be defined as: L"\\ REG STRY\ \ Machi ne\\ Syst em..
/1 .\N\ CurrentControl Set\\ Servi ces\\ COWPANY_X\\ PRODUCT_Y and corresponds
/1 to the following section in the registry (created by an .inf file or
/1 installation routine): HKLM\ System\ Current Control Set\\ Servi ces...
/1 .\\ COVPANY_X\\ PRODUCT_Y whi ch woul d contain the DWORD entry
/1 StopDataTransm ssi onOnSuspend
if (ul StopDataTransm ssi onOnSuspend | |
1 f Opti onDet erm ned ||
i rpSt ack- >Par anmet er s. Power. St at e. Syst enSt at e == Power Syst enShut down)
/! stop data transmission if the option was set to do so or if the
/1 option could not be read or if the systemis entering S5
{
/1 Set a flag used to queue up incomng irps
devi ceExt ensi on- >Power Tr ansi ti onPendi ng = TRUE;
// attach a conpletion routine to wait for
| oCopyCurrent | rpSt ackLocat i onToNext (I rp);
| 0Set Conpl eti onRout i ne(lrp,
PoSyst enfQuer yConpl eti onRout i ne,
Devi ceObj ect
TRUE,
TRUE,
TRUE) ;
f NoConpl eti onRouti ne = FALSE;
}
el se
f PassDownl rp = FALSE;
}
nt St at us = PassDownPower | r p( Devi ceQbj ect, Irp, fPassDownlrp, fNoConpletionRoutine);
return nt Status;
}
Sample Code 5. Handle System Query Irps routine
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The following section of code provides a generic routine that reads the specified

DWORD value from the designated registry path.

BOOLEAN

Usb_Get Regi st ryDwor d(
I'N PWCHAR RegPat h,
I'N PWCHAR Val ueNane,

INQUT PULONG  Value
)

UNI CODE_STRI NG pat h;

RTL_QUERY_REQ STRY_TABLE par anifabl e[2]; //zero'd second table term nates parns
ULONG | Def = *Val ue; /1 default

NTSTATUS st at us;

BOOLEAN fres;

WCHAR wbuf[ MAXI MUM FI LENAVE _LENGTH 1 ;

pat h. Length = 0;
pat h. Maxi munmLengt h = MAXI MUM_FI LENAVE_LENGTH * si zeof ( WCHAR ) ;

/1 MAXI MUM_FI LENAME_LENGTH defined in wdm h
pat h. Buf fer = wbuf;

Rt | Zer oMenor y( pat h. Buf fer, pat h. Maxi nuniengt h);
Rt | MoveMenory(pat h. Buffer, RegPath, wcslen( RegPath) * sizeof( WCHAR ));

Rt | Zer oMenor y( par anTabl e, si zeof (paranTabl e));

par anifabl e[ 0] . Fl ags = RTL_QUERY_REG STRY_DI RECT;
par anfTabl e[ 0] . Nane = Val ueNang;

par anfTabl e[ 0] . EntryCont ext = Val ue;

par anifabl e[ 0] . Def aul t Type = REG_DWORD;

par anifabl e[ 0] . Def aul t Data = &l Def;

par anifabl e[ 0] . Def aul t Lengt h = si zeof (ULONG) ;

status = Rt| QueryRegi stryVal ues( RTL_REG STRY_ABSCLUTE | RTL_REGQ STRY_OPTI ONAL,
pat h. Buf fer, paranTabl e, NULL, NULL);

fres = (NT_SUCCESS(status)) ? TRUE : FALSE;

return fres;

Sample Code 6. Reading a DWORD entry from the registry

The author has noted in some driver writing books the reader is instructed to set the IRP

status to STATUS_SUCCESS, call PoStartNexPowerIRP(), and then complete the IRP with a
call to loCompleteRequest(). This is incorrect since this does not allow other devices in the stack
to respond to this IRP.

According to the DDK documentation [17], the driver has the option of failing this IRP if

one of the following conditions is true:

The device is enabled for remote wakeup (i.e., has a wait/wake IRP pending), but the
system state is lower in which the device supports remote wakeup (as indicated in the
device capabilities). For this reason, the author recommends canceling pending
wait/wake IRPs on system resume, and for system suspend, generate a fresh wait/wake
IRP only if the device is capable of waking the system from that suspend state.

Going into the sleep state will cause a loss of data (DDK example: modem loses
connection). The application often will handle this situation.
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The author recommends that device drivers only issue wait/wake IRPs when the system
enters a sleep state (or when self-suspending for power savings) and cancelling that IRP upon
system resume (assuming that it was not responsible for waking the system).

Ideally, when receiving a query IRP, the device driver would gracefully stop transmitting
data, queue any incoming IRPs [18], and pass the query IRP down the stack. However, there are
conditions in which this may not be the desired action. It is most important that the driver
handles the query IRP in a manner that prevents blue screens and that satisfies the expectations
of customers.

It should be noted that failing a query IRP might not prevent the system from following
up with a set power IRP to the designated sleep state (for example, in a notebook where the OS is
shutting down due to loss of power). Therefore, the author will repeat his recommendation for
the driver to gracefully stop transmitting data, queue any incoming IRPs, and pass this IRP
(except in extreme cases such as the DDK example). See [17] for more information.

IRP_MN_WAIT WAKE

Device drivers of remote wakeup capable devices generate this optional IRP [13] to
notify the system that the driver is capable of waking itself and/or the system from a sleep state,
specifying a completion routine which is called if the device actually wakes up (drives “K” state
on USB). The driver must issue this request while the device is in DO, since the system will
issue an set device feature (remote-wakeup) before the device is set to a lower device power
state, as seen in the CATC™ trace shown on the next page.

If a device is to wakeup the system, the driver must issue a wait/wake IRP, and a set
device power IRP to a sleep state when receiving a system set power IRP to a system sleep state.
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CATC™ Trace 1. Result Of Generating Wait/Wake IRP Before Self-Suspend

To generate a wait/wake IRP, the driver must call PoRequestPowerIRP() [19], as shown
below. The following code will cause the Power Manager to dispatch a wait/wake IRP to the

power dispatch routine.

power St at e. Syst enf5t at e = devi ceExt ensi on- >Syst emMke;
nt St at us = PoRequest Power | r p(devi ceExt ensi on- >Physi cal Devi ceObj ect,
| RP_MN_WAI T_WAKE,
power St at e,
Request Wai t WakeConpl et i on,
Devi ceObj ect
&devi ceExt ensi on- >Wai t Wakel rp) ;

Sample Code 7. Generating a Wait/Wake IRP
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Handling wait/wake IRPs in the power dispatch routine is simple. The driver simply
passes the IRP down the stack. Note that no completion routine is specified in the sample code
below. However, if the driver writer wishes to include a power completion routine different than
the one used when generating the wait/wake IRP, that power completion routine will be called
before the completion routine corresponding to the wait/wake IRP generation call.

case | RP_MN_WAI T_WAKE:
KdPrint ((" \n"));

KdPrint (("Power() Enter IRP_MN_WAIT_WAKE --\n"));

/1 Optional IRP — generated by PoRequest Power| RP

/1 No conpletion routine is attached here since we already have one when we
/1 generated the IRP

1 oSki pCurrent|rpStackLocation(lrp);

PoSt ar t Next Power I rp(1rp);

nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceCbj ect, |rp);

br eak;

Sample Code 8. Handling a Wait/Wake IRP

It is important that developers of remote wakeup device be aware that an issue exists in
Windows® 98, Windows 98® SE, and Windows 98® ME in which the wait/wake completion
routine of the driver that issued the IRP is not called. This means that a device returns to a full
power state, but the driver will not be aware of this transition to this state. This issue does not
exist in Windows® 2000.

To workaround this issue, the author’s recommendation is for only non-wakeup devices
to suspend themselves when not in use for the benefit of potential power savings.

For system suspend, wakeup devices should issue a wait/wake IRP, then self-suspend
before passing down the system set power IRP. For system resume, a wakeup device should
cancel the pending wait/wake IRP, and then check the corresponding device if it woke up the
system.

In Windows® 2000, this issue does not exist. Therefore, the driver should check the
device only if the operating system is Windows® 98 SE and earlier, or Windows® 98 ME. To do
this, the driver needs to acquire the version of the USB Driver Interface (USBDI ). However, as
noted below, this value is the same for Windows® 98 ME and Windows® 2000. In this case, the
driver must determine which WDM version is supported.
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BOOLEAN gHasRenot eWakeupl ssue;

NTSTATUS

DriverEntry(
I N PDRI VER_OBJECT Dri ver Obj ect,
I N PUNI CODE_STRI NG Regi stryPat h
)

{
NTSTATUS nt St at us = STATUS_SUCCESS;
KdPrint (("entering (PM DriverEntry (build tine/date: %/%\n",__TIME__,_DATE ));
KdPrint (("Registry path is %ws\n", RegistryPath->Buffer));
/1 called when Ring 3 app calls CreateFile()
Driver Obj ect - >Maj or Functi on[ | RP_MJ_CREATE] = Create;
/1 called when Ring 3 app calls d oseHandl e()
Dri ver Obj ect - >Maj or Function[ | RP_MJ_CLOSE] = d ose;
Dri ver Obj ect->Dri verUnl oad = Unl oad;
/1 called when Ring 3 app calls DeviceloCtrl
Dri ver Obj ect - >Maj or Functi on[ | RP_MJ_DEVI CE_CONTROL] = Processloctl;
/1 handle WM irps
Driver Obj ect->Maj or Functi on[ | RP_MJ_SYSTEM CONTROL] = Di spat chWM ;
Dri ver Obj ect - >Maj or Functi on[ | RP_MJ_PNP] = Di spat chPnP;
Driver Obj ect->Maj or Functi on[ | RP_MJ_POWNER] = Di spat chPower ;
/1 called when device is plugged in
Dri ver Obj ect - >Dri ver Ext ensi on- >AddDevi ce = PnPAddDevi ce;
/1 deternmine the os version and store in a global.
USBD_Get USBDI Ver si on( &gVer si onl nf ormati on) ;
KdPrint (("USBD Version = Ox%", gVersionlnfornmation.USBD _Version));
/1 Note: the WDM nejor, minor version for Wn98 ME is 1, 05 respectively
gHasRenpt eWakeupl ssue =
((gVersionl nformation. USBDI _Version < USBD W N2K_W N98_ME_VERSI ON) | |
((gVersionlnformation. USBDI _Versi on == USBD W N2K_W N98_ME_VERSI ON) &&
(I ol sWinVer si onAvai | abl e( (UCHAR) 1, (UCHAR)05))));
gRegi stryPat h. Buf fer = (PWSTR) ExAl | ocat ePool ( NonPagedPool , Regi st ryPat h- >Lengt h);
ntStatus = gRegistryPath.Buffer !'= NULL ? STATUS_SUCCESS : STATUS_NO MEMORY;
i f (NT_SUCCESS(nt Status))
{
Rt | CopyMenor y(gRegi st ryPat h. Buf f er,
Regi stryPat h- >Buf f er,
Regi st ryPat h- >Lengt h) ;
gRegi stryPat h. Lengt h = Regi stryPat h- >Lengt h;
gRegi st ryPat h. Maxi munLengt h = Regi st ryPat h- >Maxi munlLengt h;
KdPrint (("exiting (PM DriverEntry (%)\n", ntStatus));
return ntStatus;
}

Sample Code 9. Driver Entry Routine

The USBDI Ver si on has the following values for each of the following operating
system values. Note that Windows 98™ ME and Windows™ 2000 have the same
USBDI Ver si on value. Therefore, if the USBDI Ver si on value is 0x300, then the driver must
query if WDM version 1.05 is supported which corresponds to Windows™ 98 ME.
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Operating System USBDIVersion Value
Windows® 98 0x0101
Windows® 98 Second Edition 0x0200
Windows® 2000 0x0300
Windows® 98 ME 0x0300

Table 5. USBDIVersion Values

IRP_MN_SET_POWER

The Power Manager uses this IRP [20] to notify drivers of a system power state change.
Also, drivers generate this IRP to change their device power state. Therefore the policy owner
for set system power IRPs is the power manager while the device is the policy owner of set
device power IRPs. There are two exceptions in which the power manager will issue a set device
power IRP. First, the power manager will issue this IRP if the driver has been registered for idle
detection that has timed out. Second, if a device is suspended when it is disconnected, the power
manager will dispatch a set device power IRP to PowerDeviceDO0 before dispatching the PnP
IRPs involved with device removal. It is important to note that for system power IRPs, the
driver does not have the option to fail the IRP. The set system power IRP is therefore used as
notification.

The following code is written to accommodate devices that may or may not support
remote wakeup. Due to the issue with the wait/wake completion routine, extra code has been
added changing system power states.

When the system is going into suspend, a wait/wake IRP is generated. If the operating
system version is any version of Windows® 98, a system thread (a work item can be used
instead) should be created. The purpose of this system thread (or work item) is to communicate
with the device after system resume to determine whether the device caused a remote wakeup
event by issuing a vendor specific command to endpoint zero. After the system and device have
resumed to their full power states, the driver signals an event on which the system thread has
blocked. The system thread then queries the device with a vendor specific command. In the
sample code below, the system thread simply performs a get device descriptor call.

case | RP_MN_SET_POVNER:
KdPrint (("Power() Enter |RP_MN_SET_POAER n"));
switch (irpStack->Paraneters. Power. Type)

{
case SystenPower St at e:
nt St at us = Handl eSet Syt enPower St at e( Devi ceObj ect, |rp);

br eak;

case Devi cePower St at e:
nt St at us = Handl eSet Devi cePower St at e( Devi ceCbj ect, |rp);
br eak;

}

br eak;

Sample Code 10. Handling IRP_MN_SET_POWER IRPs
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NTSTATUS

Handl eSet Syt enPower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,
IN PIRP Irp)

PDEVI CE_EXTENSI ON devi ceExt ensi on
Pl O_STACK_LOCATI ON i r pSt ack
NTSTATUS nt St at us
PONER_STATE sysPower St at e;

Devi ceObj ect - >Devi ceExt ensi on;
| oGet Current | rpStackLocation(lrp);
STATUS_SUCCESS;

/] Get input system power state
sysPower St at e. SystenState = irpStack->Paranet ers. Power. St at e. Syst enfSt at e;

KdPrint (("Power () Set Power, type SystenPowerState = %\n",
Syst emPower St at eSt ri ng[ sysPower St at e. SystenState] ));

/1 1f systemis in working state al ways set our device to DO
Il regardless of the wait state or systemto-device state power nap
if (sysPowerState.SystenState == Power Syst em\or ki ng)

devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e = Power Devi ceDO;
KdPrint (("Power () PowerSystemMrking, will set DO, not use state nmap\n"));

/1 cancel the pending wait/wake irp
i f (devi ceExtensi on->Wai t Wakel r p)

BOOLEAN bCancel = I oCancel I rp(devi ceExtensi on->Wai t Wakel rp);

ASSERT( bCancel ) ;
}

el se // powering down

NTSTATUS nt St at usl ssueWV = STATUS | NVALI D PARAMETER; // assune that we won't be
/1 able to wake the system

// issue a wait/wake irp if we can wake the systemup fromthis systemstate

/1 for devices that do not support wakeup, the system wake value will be

/1 Power Syst ennspecified == 0

if (sysPowerState. SystentState <= devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst em\ake)

nt St at usl ssueWV = | ssueWi t Wake( Devi ceObj ect ) ;

if (NT_SUCCESS(ntStatuslssueWY || ntStatusl ssueWV == STATUS_PENDI NG
{

/1 Find the device power state equivalent to the given systemstate.
/1 We get this info fromthe DEVI CE_CAPABILITIES struct in our device
/1 extension (initialized in PnPAddDevice() )
devi ceExt ensi on- >Next Devi ceSt at e. Devi ceState =
devi ceExt ensi on- >Devi ceCapabi | i ti es. Devi ceSt at e[ sysPower St at e. Syst enfSt at e] ;

KdPrint (("Power () | RP_MN_WAI T_WAKE issued, will use state map\n"));
i f (gHasRenot eWakeupl ssue)

Start Thread(Devi ceObj ect ) ;

}
}

el se

/1 if no wait pending and the systemls not in working state, just turn off
devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e = Power Devi ceD3;

KdPrint (("Power() Setting PowerDeviceD3 (off)\n"));

} // powering down
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KdPrint (("Current Device State: %\n",
Devi cePower St at eSt ri ng[ devi ceExt ensi on->Current Devi ceSt at e. Devi ceState]));

KdPrint (("Next Device State: s\ n",
Devi cePower St at eSt ri ng[ devi ceExt ensi on- >Next Devi ceSt at e. Devi ceState]));

/1 We've determned the desired device state; are we already in this state?
i f (devi ceExtensi on->Next Devi ceState. Devi ceState ! =
devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt at e)

/1 attach a conpletion routine to change the device power state
| oCopyCurrent | rpSt ackLocati onToNext (1 rp);
| 0Set Conpl et i onRout i ne(lrp,

PoChangeDevi ceSt at eRout i ne,

Devi ce(bj ect,
TRUE,
TRUE,
TRUE) ;
}
el se
/1 Yes, just pass it on to PDO (Physical Device bject)
1 oSki pCurrent|rpStackLocation(lrp);
}

PoSt ar t Next Power I rp(1rp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceCbj ect, |rp);

KdPrint (("Power() Exit | RP_MN_SET_POWAER (systen) with ntStatus Ox%\n", ntStatus));

return nt Status;

Sample Code 11. Handle System Set Power Irps

NTSTATUS

Handl eSet Devi cePower St at e(
I N PDEVI CE_OBJECT Devi ce(bj ect,
I'N PI RP Irp

)

PDEVI CE_EXTENSI ON devi ceExt ensi on
Pl O_STACK_LOCATI ON i r pSt ack
NTSTATUS nt St at us

Devi ceObj ect - >Devi ceExt ensi on;
I oGet Current | rpSt ackLocation(lrp);
STATUS_SUCCESS;

KdPrint (("Power () Set Power, type DevicePowerState = %\n",
Devi cePower St at eStri ng[irpSt ack- >Par anet ers. Power. St ate. DeviceState]));

| oCopyCurrent | rpStackLocati onToNext (Irp);
| 0Set Conpl eti onRout i ne(lrp,
PoSet Devi cePower St at eConpl et e,
/1 Al ways pass FDO to conpletion routine as its Context;
/1 This is because the DriverObject passed by the systemto the routine
/1 is the Physical Device Object (PDO not the Functional Device bject (FDO
Devi ce(bj ect
TRUE, /1 invoke on success
TRUE, /1 invoke on error
TRUE) ; /1 invoke on cancellation of the Irp

PoSt art Next Power I rp(1rp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceCbj ect, |rp);

KdPrint (("Power() Exit | RP_MN_SET_POWER (device) with ntStatus Ox%\n", ntStatus));
return nt Status;

Sample Code 12. Handle Device Set Power Irps
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NTSTATUS
| ssueWi t Wake(
I N PDEVI CE_OBJECT  Devi ce(bj ect

)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;
PONER_STATE power St at e;
KdPI’I nt (("*********************************\n"))-
KdPrint (("IssueWai t Wake: Entering\n"));
if (devi ceExtension->WitWkelrp !'= NULL)
KdPrint (("Wait wake all ready activel\n"));
return STATUS | NVALI D_DEVI CE_STATE;
}
/1 Make sure we are capabl e of waking the nachine
i f (devi ceExtensi on->Syst em\\ake <= Power Syst em\\or ki ng)
return STATUS_ | NVALI D_DEVI CE_STATE;
/1 Send IRP to request wait wake and add a pending IRP flag
power St at e. Syst enf5t at e = devi ceExt ensi on- >Syst emMke;
nt St at us = PoRequest Power | RP( devi ceExt ensi on- >Physi cal Devi ceObj ect,
| RP_MN_WAI T_WAKE,
power St at e,
Request Wai t WakeConpl et i on,
Devi ceObj ect
&devi ceExt ensi on- >Wai t Wakel r p) ;
if (!devi ceExtension->WitWkelrp)
KdPrint (("Wait wake is NULL! (Ox%)\n", ntStatus));
Nt St at us = STATUS_UNSUCCESSFUL;
}
KdPrint (("1ssueWaitWake: exiting with ntStatus Ox%\n",
nt Status));
return ntStatus;
}
Sample Code 13. Issue Wait/Wake Function
NTSTATUS

PoChangeDevi ceSt at eRout i ne(
I N PDEVI CE_OBJECT Nul | Devi ceObj ect,
INPIRP Irp,
I'N PVO D Cont ext

)

{
PDEVI CE_OBJECT Devi ceObj ect = (PDEVI CE_OBJECT) Cont ext ;
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS Request | rpStatus = STATUS_SUCCESS;
DEVI CE_PONER_STATE currDeviceState =
devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt at e;

DEVI CE_POWER_STATE next Devi ceState = devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e;
KdPri nt (("Change device state from% to %\n",

Devi cePower St at eSt ri ng[ curr Devi ceSt at e] ,

Devi cePower St at eSt ri ng[ next Devi ceState]));
/1 1f the lower driver returned PENDING nark our stack |ocation as pending al so.
if (1rp->Pendi ngRet urned)

I oMar ki r pPendi ng( 1 rp);
}
/1 No, request that we be put into this state
/1 by requesting a new Power Irp fromthe Pnp nmanager
devi ceExt ensi on->Powerlrp = |rp;
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i f (devi ceExtensi on->Next Devi ceSt at e. Devi ceSt at e == Power Devi ceD0)

KdPrint (("Powering up device as a result of system wakeup\n"));

devi ceExt ensi on- >Set Power Event Fl ag =
((devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e == Power Devi ceDO) &&
(devi ceExt ensi on->Current Devi ceSt at e. Devi ceState ! = Power Devi ceD0) &&
(gHasRenpt eWakeupl ssue) ) ;

/1 sinply adjust the device state if necessary
if (currDeviceState ! = nextDeviceState)
{
devi ceExt ensi on->loctlIrp = NULL;
Request I rpSt at us = Set Devi cePower St at e( Devi ce(bj ect ,
next Devi ceSt at e) ;

}
Irp->loStatus. Status = STATUS_SUCCESS;

return STATUS_SUCCESS;
}

Sample Code 14. Set Device Power Completion Routine Due To Set System Power

NTSTATUS
PoSet Devi cePower St at eConpl et e(
I N PDEVI CE_OBJECT Nul | Devi cebj ect
INPIRP Irp,
I'N PVO D Cont ext
) DeviceState

{
PDEVI CE_OBJECT devi cej ect = (PDEVI CE_OBJECT) Context;
PDEVI CE_EXTENSI ON devi ceExt ensi on = devi cebj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = Irp->loStatus. Status,;
Pl O_STACK_LOCATI ON i r pSt ack = loGet Current | rpStackLocation (Irp);
DEVI CE_POWER_STATE devi ceSt at e = irpStack->Paranet ers. Power. State. ;
KdPrint (("enter PoSet Devi cePower St at eConpl ete\n"));
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/1 1f the lower driver returned PENDING nark our stack |ocation as pending al so.
if (1rp->Pendi ngRet ur ned)

{

I oMar ki r pPendi ng( 1 rp);
}
i f (NT_SUCCESS(nt Status))
{

KdPrint (("Updating current device state to %\n",

Devi cePower St at eSt ri ng[ devi ceState]));

devi ceExt ensi on- >Cur rent Devi ceSt at e. Devi ceSt ate = devi ceSt at e;
}
el se

KdPrint (("Error: Updating current device state to % failed. NTISTATUS = Ox%\n",
Devi cePower St at eStri ng[ devi ceSt at e]
nt St at us) ) ;

}
KdPrint (("exit PoSet Devi cePower St at eConpl ete\n"));
return nt Status;

Sample Code 15. Completion Routine For Changing Device Power State

NTSTATUS

St art Thr ead(
I N PDEVI CE_OBJECT Devi ceObj ect
)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;
HANDLE Thr eadHandl e;

nt St at us = PsCreat eSyst eniThr ead( &Thr eadHandl e,
( ACCESS_MASK) 0,
NULL,
(HANDLE) 0,
NULL,
Power UpThr ead,
Devi ceObj ect) ;

f (! NT_SUCCESS(nt St at us))
return ntStatus;

/1 Convert the Thread object handle

/1l into a pointer to the Thread object

/1 itself. Then close the handle.

ObRef er enceObj ect ByHandl e( Thr eadHandl e,
THREAD ALL_ACCESS,
NULL,
Ker nel Mbde,
&devi ceExt ensi on- >Thr eadoj ect ,
NULL) ;

ZwCl ose( ThreadHandl e );

return nt Status;

Sample Code 16. Start Thread routine
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VO D
Power UpThr ead(
IN PVO D pCont ext

)

PDEVI CE_OBJECT Devi ce(hj ect = pCont ext ;
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;

Pl O_STACK_LOCATI ON | RPSt ack;
PLI ST_ENTRY ListEntry;

PI RP | RP;

PVAO D i oBuffer;

NTSTATUS nt St at us;

KeSet PriorityThread(KeGet Current Thread(), LOW REALTI ME_PRIORITY );

KdPri nt ((
"Power UpThread: System Thread Started Wth Devi ceCbj ect: Ox%, devExt: Ox%\n",
Devi ceObj ect,
devi ceExt ensi on) ) ;

nt Status = KeWai t For Si ngl ebj ect (&devi ceExt ensi on- >Power UpEvent ,
Suspended,
Ker nel Mode,
FALSE,
NULL) ;
i f (NT_SUCCESS(nt Status))
{
PVO D descriptorBuffer = NULL;
ULONG si z;
KdPrint (("Power Up Event signalled - Perform ng get descriptor call\n"));

/! Here the driver would issue a vendor specific conmand
/1 if it was determi ned that the device did wake up the system
/1 then the necessary functions for handling that event would be called

/1 Performa Get device Descriptor in place of the vendor specific conmand
siz = sizeof (USB_DEVI CE_DESCRI PTOR) ;
descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);

if (!descriptorBuffer)

ntStatus = STATUS NO MEMCRY;
}

el se

nt Status = Get Descri pt or (Devi ceObj ect,
USB_DEVI CE_DESCRI PTOR_TYPE,
0,
0,
descri ptorBuffer,
siz);
ExFr eePool (descri ptorBuffer);
descri ptorBuffer = NULL;

}

KdPrint (("Power UpThread: Get Descriptor Call: Ox%\n", ntStatus));
}
KdPri nt (("Power UpThread - Term nating\n"));
PsTer m nat eSyst enThr ead( STATUS_SUCCESS ) ;

Sample Code 17. System thread for querying a device

An issue exists with the early Intel host controllers in which if a root port is placed in
suspend; it may not react correctly to a remote wakeup event (this issue does not exist on
currently shipping Intel host controllers). To work around this, the system will pass all set
device power requests, however, the device will not physically be put to sleep. However, this
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does not mean that devices should not attempt to save power by self-suspending when not in use.
The latest Intel host controllers and all other host controllers will have their root ports suspended
due to a device requesting to be suspended.

Generating Power IRPs

This section covers the three of the four IRPs that a device driver may generate.
Generating an IRP_MN_QUERY_POWER IRP (for a device) is not covered in this section.

IRP_MN_POWER_SEQUENCE

To generate al RP_IMN_POWNER_SEQUENCE IRP, the driver calls loAllocatelRP() to
allocate the IRP, then calls PoCallDriver() to pass the IRP down the stack. This paper defers to
reader to [12] for more information.

IRP_MN_SET_POWER (Device only)

A device driver can only generate an IRP_MN_SET_POWER IRP for the device, not the
system. In other words, a driver may suspend its device but not the whole system. To generate a
set device power IRP, the driver calls PoRequestPowerIRP() as shown in the sample code below.

NTSTATUS
NTSTATUS
Set Devi cePower St at e(
I N PDEVI CE_OBJECT Devi ceObj ect ,
I N DEVI CE_POWER_STATE Devi cePower St at e)

PDEVI CE_EXTENSI ON  devi ceExt ensi on
NTSTATUS nt St at us
PONER_STATE power St at e;

Devi ceObj ect - >Devi ceExt ensi on;
STATUS_SUCCESS;

power St at e. Devi ceState = Devi cePower St at e;

nt St at us = PoRequest Power | r p(devi ceExt ensi on- >Physi cal Devi ceObj ect,
I RP_MN_SET_PONER
power St at e,
ChangeDevi cePower St at eConpl et i on,
Devi ceObj ect ,
NULL) ;

return nt Status;

Sample Code 18. Generating a Set Device Power IRP

NTSTATUS

ChangeDevi cePower St at eConpl et i on(
I N PDEVI CE_OBJECT Devi ce(bj ect
I N UCHAR M nor Funct i on,
I N PONER_STATE Power St at e,
N PVO D Cont ext,
N Pl O_STATUS_BLOCK | oSt at us

|
|
)
PDEVI CE_OBJECT devi ceObj ect

PDEVI CE_EXTENSI ON devi ceExt ensi on

( PDEVI CE_OBJECT) Cont ext ;
devi ceObj ect - >Devi ceExt ensi on;

NTSTATUS nt St at us STATUS_SUCCESS;
Pl RP irp devi ceExt ensi on->l oct | | rp;
Kosta Koeman 28

Intel Architecture Labs



f (irp)

i
{

| oConpl et eRequest (i rp, 1O _NO_ | NCREMENT) ;
}

i f (devi ceExt ensi on->Set Power Event Fl ag)

{

/1 since we are powering up, set the event
/1 so that the thread can query the device to see
/1 if it generated the renote wakeup
KdPrint (("Signal Power Up Event for Wn98 CGol d/ SE/ ME\n"));
KeSet Event ( &devi ceExt ensi on- >Power UpEvent, 0, FALSE);
devi ceExt ensi on- >Set Power Event Fl ag = FALSE;
}

KdPrint (("Exiting ChangeDevi cePower St at eConpl eti on\n"));

return nt Status;

Sample Code 19. Completion for Driver Generated Set (Device) Power IRP
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IRP_MN_WAIT_WAKE

To generate a wait/wake IRP, the driver calls PoRequestPowerIRP(). The code below is
the same code as shown in Sample Code 7.

power St at e. Syst enSt at e = devi ceExt ensi on- >Syst enl\ake;
nt St at us = PoRequest Power | r p(devi ceExt ensi on- >Physi cal Devi ceObj ect,
I RP_MN_WAI T_WAKE,
power St at e,
Request Wai t WakeConpl et i on,
Devi cebj ect ,
&devi ceExt ensi on- >Wi t Wakel rp) ;

Sample Code 20. Generating a Wait/Wake IRP

IRP Sequences

This section discusses the sequences of IRP that device’s see during system/device
suspend/resume events as seen in the provided sample code in this paper.

System Suspend

When the system goes into any sleep state, a query power IRP is broadcasted to all the
drivers. Assuming that all drivers pass the query IRP, the system broadcasts set power IRPs (of
type system). If the device is capable of waking the system from this power state, the driver
issues a wait/wake IRP. Finally, the device driver then generates a set power IRP for the device
to place it in the appropriate device sleep state.

System Resume
When a system resumes, a query IRP is not dispatched since all devices support the SO

state. The system issues a system set power IRP. In response, a driver may cancel its pending
wait/wake IRP. The driver then generates a set power IRP to set the device to DO.

System Resume due to Device Wakeup (Windows® 98 Gold/SE/ME)

Due to the wait/wake issue as previously discussed, the sequence of events is the same as
a system resume. The driver should then query its device if it generated a wakeup event.
System Resume due to Device Wakeup (Windows® 2000)

When a USB device wakes up the system, the wait/wake completion routine is called

before the system is powered back to SO. The completion routine then generates a set power IRP
for the device. The system will then wake up the system with a system set power IRP.
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System Event Code Sequence

System Suspend 1.1 RP_MN_QUERY_POWNER IRP
2. System-generated IRP_MN_SET_POWER IRP

3. Device-generated IRP_MN_SET POWER IRP
System Resume 1. System-generated IRP_MN_SET_POWER IRP

2. Wait/wake completion (cancelled)

3. Device-generated IRP_ MN_SET POWER IRP
System Resume due to device 1. System-generated IRP_MN_SET POWER
wakeup 2. Wait/wake completion (cancelled)
(Windows® 98 Gold/SE/ME) 3. Driver-generated IRP. MN_SET POWER
System Wakeup due to device 1. Wait/wake completion (success)
wakeup 2. Driver-generated IRP_MN_SET_POWER
(Windows® 2000) 3. System-generated IRP_MN_SET POWER

Table 6. Code Sequences for System Power Management Events
Device Suspend

For a device to suspend itself, the driver simply generates a set power IRP to a device
sleep state.

Device Resume
For a device to resume itself, it simply issues a set power IRP to PowerDeviceDO.
Device Wakeup (Windows® 2000)

When a device wakes itself, the wait/wake completion routine is called which generates a
set power IRP to PowerDeviceDO.

Device Event Code Sequence

Device Suspend Device-generated IRP. MN_SET POWER IRP
Device Resume Device-generated IRP. MN_SET POWER IRP
Device Wakeup 1. Wait/wake completion routine

(Windows® 2000) 2. Device-generated IRP_ MN_SET POWER IRP

Table 7. Code Sequences for Device Power Management Events

Worst Case Scenario

The driver must also accommodate the worst-case scenario for system suspend: the USB
host controller is turned off. The driver recognizes this scenario by a set system power IRP to a
suspend state, followed by a PnP remove IRP, and finally an unload IRP. The driver must
gracefully handle this sequence of IRPs.
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Improper Power Management Consequences

When any device receives a set system power IRP, it should set its device power to the
appropriate state (as specified in the device capabilities structure saved in the device extension).

If this is not implemented (i.e., the driver simply passes the power IRP down the stack),
during system suspend, the device will receive the PnP | RP_VN_REMOVE_DEVI CE IRP
followed by an | RP_MJ_UNLOAD. This means that the driver is actually unloaded from the
system. On resume, the driver will be reloaded with the DRI VER_ENTRY routine being
executed which is followed by the normal PnP IRPs that are dispatched during enumeration (i.e.
| RP_MN_START_DEVI CE, | RP_MN_QUERY_CAPABI LI Tl ES, etc.). If an application has a
handle to the driver, that handle will be valid when the system resumes.

Using a CATC™ bus analyzer, one will see the device’s parent port being disabled
before the system is suspended; hence the driver also receives PnP remove IRP. As stated above,
an unload IRP will be dispatched to the driver as well.

‘ Facket # Sunc SETUR | aD0R [ [ERES [EGF
5

12 00000001 0:B4 2 1] 0x1% | 200

FPacket# B§ Sync OATAD Idle
14 =i | 00000001 0:C3 |©3 01 01 00 O2 00 00 00 |joxBvoa] 250 n
FPacket# B3 Sync ACE
20 =i | o00o0oo 1= 2.80 [ 11541

CATC™ Trace 2. Disabling Parent Port Of Device
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Appendix — Source Code

[ ] REKKEK KKK KKK KK KKK KK AKX KKK AKX K h ok k kA X kK

/1
/1 File: sanple.c
/1

[ ] RxK KKK KKK KKK KKK KKK AKX KKK K AR XK h ok k kA X kK

#defi ne DRI VER
#define NI TGQU D

#pragma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"
#pragnma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio. h"

#pragma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"
#pragma war ni ng(def aul t: 4200)

#i ncl ude <initguid. h>
#i ncl ude "guid. h"

#i ncl ude "ushbdlib. h"
#i nclude "ioctl.h"

#i ncl ude "sanpl e. h"

#i ncl ude "pnp. h"

#i ncl ude "power. h"

USBD_VERSI ON_| NFORVATI ON gVer si onl nf ormati on
BOOLEAN gHasRenpt eWakeupl ssue;

#defi ne ULONG_PTR PULONG
#pragma al | oc_t ext (PAGE, PnPAddDevi ce)

UCHAR *SystenCapString[] = {
" Power Syst enlnspeci fi ed",
" Power Syst em\or ki ng",
" Power Syst enSS| eepi ngl",
" Power Syst enfS| eepi ng2"
" Power Syst enfSl eepi ng3"
" Power Syst enHi bernate",
" Power Syst enShut down",
" Power Syst emVaxi munt
b

UCHAR *Devi ceCapString[] = {
" Power Devi ceUnspeci fi ed"
" Power Devi ceD0",
" Power Devi ceD1"
" Power Devi ceD2",
" Power Devi ceD3",
" Power Devi ceMaxi muni

b
UNI CODE_STRI NG gRegi stryPat h
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[ ] R KKKk kR ok ok ok ok kK K ok ok R K K ok R Kk R Rk ok K R R Rk ok Kk R Rk R Kk R Rk R K R R Rk R R Rk kR kK

/1 Function: DriverEntry

/1 Purpose: Initializes dispatch routine for

1 driver object

// khkkhkkhkhkkhhkhhkhkhkhkhhkdhhdkhhhhdhhhhhhhdhhdhhhhhhhdhdhhhhdhdhdhhdhrdrdrhhhrdrdhdxhxk
NTSTATUS

DriverEntry(
I N PDRI VER_OBJECT Dri ver Obj ect,
I N PUNI CODE_STRI NG Regi stryPat h
)

{
NTSTATUS nt St at us = STATUS_SUCCESS,;
KdPrint (("entering (PM DriverEntry (build tine/date: %/9%\n",__TIME__,_DATE ));
KdPrint (("Registry path is %ws\n", RegistryPath->Buffer));
/1 called when Ring 3 app calls CreateFile()
Driver Obj ect->Maj or Functi on[ | RP_MJ_CREATE] = Create;
/1 called when Ring 3 app calls d oseHandl e()
Dri ver Obj ect - >Maj or Function[ | RP_MJ_CLOSE] = O ose;
Dri ver Obj ect->Dri verUnl oad = Unl oad;
/1 called when Ring 3 app calls DeviceloCrl
Dri ver Obj ect - >Maj or Functi on[ | RP_MJ_DEVI CE_CONTROL] = Processloctl;
/1 handle WM irps
Driver Obj ect - >Maj or Functi on[ | RP_MJ_SYSTEM CONTROL] = Di spat chWM ;
Dri ver Obj ect - >Maj or Functi on[ | RP_MJ_PNP] = Di spat chPnP;
Driver Obj ect->Maj or Functi on[ | RP_MJ_POWNER] = Di spat chPower ;
/1 called when device is plugged in
Dri ver Obj ect - >Dri ver Ext ensi on- >AddDevi ce = PnPAddDevi ce;
/1 deternmine the os version and store in a gl obal.
USBD_Get USBDI Ver si on( &gVer si onl nf ormati on) ;
KdPrint (("USBDI Version = Ox%", gVersionlnfornation. USBD _Version));
/1 Note: the WDM nejor, minor version for Wn98 ME is 1, 05 respectively
gHasRenpt eWakeupl ssue =
((gVersionl nformation. USBDI _Versi on < USBD W N2K_W N98_ME_VERSI ON) | |
((gVersionlnformation. USBDI _Versi on == USBD W N2K_W N98_ ME_VERSI ON) &&
(1 ol sWinVer si onAvai | abl e( (UCHAR) 1, (UCHAR)05))));
gRegi stryPat h. Buf fer = (PWSTR) ExAl | ocat ePool ( NonPagedPool , Regi st ryPat h- >Lengt h);
ntStatus = gRegistryPath.Buffer !'= NULL ? STATUS_SUCCESS : STATUS_NO MEMORY;
i f (NT_SUCCESS(nt Status))
Rt | CopyMenor y(gRegi st ryPat h. Buf f er,
Regi stryPat h- >Buf f er,
Regi st ryPat h- >Lengt h) ;
gRegi stryPat h. Lengt h = Regi stryPat h- >Lengt h;
gRegi st ryPat h. Maxi munLengt h = Regi st ryPat h- >Maxi nunlLengt h;
KdPrint (("exiting (PM DriverEntry (%)\n", ntStatus));
return nt Status;
}
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[ ] R KKKk kR ok ok ok ok kK K ok ok R K K ok R Kk R Rk ok K R R Rk ok Kk R Rk R Kk R Rk R K R R Rk R R Rk kR kK

/1 Function: GenericConpletion
/1 Purpose: Sinply sets an event set by a thread that attached this

1 routine to an irp
// khkkhkkhkhkkhhkhhkhkhkhkhhkdhhdkhhhhdhhhhhhhdhhdhhhhhhhdhdhhhhdhdhdhhdhrdrdrhhhrdrdhdxhxk
NTSTATUS

Generi cConpl eti on(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp,
I N PKEVENT Event)

KeSet Event (Event, | O _NO_| NCREMENT, FALSE);
return STATUS MORE_PROCESSI NG REQUI RED,

IR R R SRR R R SRR R R R R R

/1 Function: DispatchwW
/'l Purpose: Handle any WM irps

// EE R SR Sk Sk Sk Sk Sk Sk Sk S Sk S Sk Sk S Sk S S Sk S S Sk Sk S Sk Sk Sk S Sk S Sk S S Sk Sk S S S R S S

NTSTATUS
Di spat chWM (
I N PDEVI CE_OBJECT Devi ce(bj ect,
I'N PI RP Irp
{ )
PDEVI CE_EXTENSI ON  devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;

KdPrint (("WM: Entering\n"));

I oSki pCurrent|rpStackLocation(lrp);
ntStatus = | oCall Driver (devi ceExt ensi on->St ackDevi ceObj ect, |rp);

return nt Status;

IR R R SRR R SRR R R R R R R

/1 Function: Unl oad
/1 Purpose: Called when driver is unloaded. Also

1 free any resources allocated in
1 DriverEntry()
// EE R R Sk Sk Sk Sk S Sk Sk S Sk S Sk Sk S S kS S Sk S S Sk S S Sk Sk S Sk S Sk S Sk kR S S S S S
VO D
Unl oad(
I N PDRI VER_OBJECT Dri ver Obj ect
)

KdPrint (("Unload\n"));
if (gRegistryPath. Buffer != NULL)
{

ExFr eePool (gRegi stryPat h. Buffer);
gRegi stryPat h. Buf fer = NULL;
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IR R SRR R R R R R R R R R

/1 Function: RenpbveDevice
/1 Purpose: Renpbve instance of a device

// khkhkhkhkkhkkhkkhkhkhkhkhkhkhkhkhkhhhkhkhhrhhrhhkhkhkhdhdkhkhrhrrhrkhkhkhkhkdkhhdxdxxx
NTSTATUS
RenmoveDevi ce(

I'N PDEVI CE_OBJECT Devi cebj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;
UNI CODE_STRI NG devi ceLi nkUni codeStri ng;

KdPrI nt ((”*****************************\n"))-

KdPrint (("RenoveDevice: Entering\n"));
i f (devi ceExtensi on->Wai t Wakel r p)

KdPrint (("d eanup: Cancel ling WaitWake irp\n"));
| oCancel I r p(devi ceExt ensi on- >Wi t Wakel r p) ;
}

Rt 11 nitUnicodeString (&deviceli nkUni codeStri ng,
devi ceExt ensi on- >Devi ceLi nkNaneBuf f er) ;

| oDel et eSynbol i cLi nk( &devi ceLi nkUni codeStri ng);

if (devi ceExtension->Confi gurationDescriptors)

t
int i =0;

for (i = 0; i < deviceExtension->DeviceDescriptor->bNunConfigurations;

if (devi ceExtension->ConfigurationDescriptors[i])

{
ExFr eePool (devi ceExt ensi on->Conf i gur ati onDescriptors[i]);
devi ceExt ensi on- >Confi gurati onDescriptors[i] = NULL;

}

ExFr eePool (devi ceExt ensi on- >Conf i gurati onDescri ptors);
devi ceExt ensi on- >Confi gurati onDescri ptors = NULL;

}

i f (devi ceExtension->Devi ceDescriptor)

{
ExFr eePool (devi ceExt ensi on- >Devi ceDescri ptor);
devi ceExt ensi on- >Devi ceDescri ptor = NULL;

}

/1 Delete the link to the Stack Device Object, and delete the
/1 Functional Device Object we created

| oDet achDevi ce(devi ceExt ensi on- >St ackDevi cebj ect) ;

| oDel et eDevi ce (DeviceOject);

KdPri nt (("RenoveDevice Exiting Wth ntStatus Ox%\n", ntStatus));
return nt Status;
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IR R SRR R R R R R R R R R

/1 Function: FreelnterfacelLi st
/'l Purpose: Free the nenory allocated for the

11 interface |ist
// khkhkhkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkdhkhhkhrhhhkhkhkhdhkdkhkhrhrrhrhkhkhkhkdkhhdxdxxx
VA D

Freel nterfaceli st (
I N PDEVI CE_OBJECT Devi ceObj ect

)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
ULONG ul Current Confi gurationl ndex = devi ceExt ensi on->ul Current Confi gur ati onl ndex;
PUSB_CONFI GURATI ON_DESCRI PTOR Conf i gur ati onDescri ptor =
devi ceExt ensi on- >Confi gurati onDescri pt or s[ ul Current Confi gurationl ndex];
ULONG i nt erfaceNunmber = 0;
if (deviceExtension->Interfacelist)
{
for (interfaceNunmber = O;
interfaceNunmber < ConfigurationDescriptor->bNum nterfaces;
i nterfaceNunber ++)
{
ExFr eePool (devi ceExt ensi on->I nterfacelLi st[interfaceNunber]);
devi ceExt ensi on->| nterfacelList[interfaceNunber] = NULL;
ExFr eePool (devi ceExt ensi on->I nt er f aceLi st);
devi ceExt ensi on->I nterfaceLi st = NULL;
}
return;
}

IR R R SRR R R SRR R R R R R

/1 Function: StopDevice
/'l Purpose: Unconfigure the device

// EE R SR Sk Sk Sk Sk S Sk Sk S S S Sk Sk S S S S Sk Sk Sk S Sk S Sk S Sk Sk Sk S Sk S Sk S S Sk Sk S S S S R S

NTSTATUS
St opDevi ce(
I'N PDEVI CE_OBJECT Devi cebj ect
{ )
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;
PURB ur b;
ULONG si z;
ULONG | engt h;
KdPrint (("StopDevice: Entering\n"));
/1 Send the select configuration urb with a NULL pointer for the configuration
/1 handle, this closes the configuration and puts the device in the 'unconfigured'
/] state.
siz = sizeof (struct _URB_SELECT_CONFI GURATI ON) ;
urb = ExAl | ocat ePool (NonPagedPool , siz);
if (urb)
{
NTSTATUS st at us;
UsbBui | dSel ect Confi gur at i onRequest (ur b,
(USHORT) si z,
NULL) ;
status = Cal | USBD( Devi ce(hj ect, urb, & ength);
KdPrint (("Device Configuration Cosed status = Ox% usb status = Ox%.\n",
st at us,
ur b- >Ur bHeader . St at us) ) ;
ExFr eePool (urb);
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}

el se

nt Status = STATUS_NO_MEMORY;
}

KdPrint (("StopDevice Exiting Wth ntStatus Ox%\n", ntStatus));
return nt Status;

}

// EE R SR Sk Sk Sk Sk Sk Sk Sk S S S Sk Sk S Sk S Sk Sk S S S S kS Sk Sk S Sk Sk S Sk kS S S S S S S

/1 Function: PnPAddDevi ce
/1 Purpose: Create new instance of the device
// EE R SR Sk Sk Sk Sk S Sk Sk S Sk S Sk Sk S S kS S Sk S S Sk S Sk S Sk Sk S Sk S Sk S Sk kS S S S S S S
NTSTATUS
PnPAddDevi ce(
I N PDRI VER_OBJECT Dri ver Obj ect,
I N PDEVI CE_OBJECT Physi cal Devi ceObj ect

)

NTSTATUS nt St at us = STATUS_SUCCESS;
PDEVI CE_OBJECT devi ceObj ect = NULL;
PDEVI CE_EXTENSI ON devi ceExt ensi on;

KdPri nt ( (" PnPAddDevi ce: Entering\n"));

/1 create our funtional device object (FDO

nt Status = Creat eDevi ceCbj ect (Dri ver bj ect,
Physi cal Devi ceObj ect ,
&devi ceMoj ect ) ;

i f (NT_SUCCESS(nt St at us))
{

devi ceExt ensi on = devi ceObj ect - >Devi ceExt ensi on;
devi cej ect - >Fl ags | = DO_PONER_PAGABLE;
devi ceObj ect - >Fl ags & ~DO DEVI CE_| NI Tl ALI ZI NG
devi ceExt ensi on- >Physi cal Devi ceObj ect = Physi cal Devi cebj ect ;
/1 Attach to the StackDeviceObject. This is the device object that what we
/1 use to send Irps and U bs down the USB software stack
devi ceExt ensi on- >St ackDevi ceQhj ect =
| oAt t achDevi ceToDevi ceSt ack(devi ceObj ect, Physi cal Devi ceQbj ect);

ASSERT (devi ceExt ensi on->St ackDevi ceObj ect != NULL);

/1 initialize original power level as fully on
devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt at e
devi ceExt ensi on- >Cur r ent Syst enSt at e. Syst enfSt at e

Power Devi ceDO;
Power Syst emr ki ng;

devi ceExt ensi on- >Wai t Wakel rp = NULL;

devi ceExt ensi on- >PnPst at e = eRenpved,;
devi ceExt ensi on->I nterfaceLi st = NULL;

i f (gHasRenot eWakeupl ssue)

/1 no need to initialize unless we are running on Wn98 Col d/ SE/ ME
KdPrint(("Initializing PowerUpEvent\n"));
Kel nitializeEvent (&devi ceExt ensi on- >Power UpEvent ,
Synchroni zat i onEvent,
FALSE) ;
}

}
KdPri nt (("PnPAddDevi ce Exiting Wth ntStatus Ox%\n", ntStatus));
return nt Status;
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IR R SRR R R R R R R R R R

/1 Function: CreateDevi ceObject
/1 Purpose: Create new instance of the device
// khkhkhkhkkhkkhkkhkhkhkhkhkhkhkhkhkhhhkhkhhrhhrhhkhkhkhdhdkhkhrhrrhrkhkhkhkhkdkhhdxdxxx
NTSTATUS
Cr eat eDevi ceObj ect (
I N PDRI VER_OBJECT Driver bj ect,
I N PDEVI CE_OBJECT Physi cal Devi ceObj ect
I N PDEVI CE_OBJECT *Devi ceObj ect

)

{
NTSTATUS nt St at us;
UNI CODE_STRI NG devi ceLi nkUni codeStri ng;
PDEVI CE_EXTENSI ON devi ceExt ensi on;
KdPrint (("Creat eDevi ceCbject: Enter\n"));
nt Status = | oRegi st erDevi cel nterface(Physi cal Devi ceObj ect,
(LPGUI D) &GUI D_CLASS _PM
NULL,
&devi ceLi nkUni codeString);
i f (NT_SUCCESS(nt Status))
{
/1 10SetDevicelnterfaceState enabl es or disables a previously
/'l registered device interface. Applications and ot her system conponents
/1 can open only interfaces that are enabl ed.
nt Status = | o0Set Devi cel nterfaceSt at e( &evi ceLi nkUni codeString, TRUE);
}
i f (NT_SUCCESS(nt Status))
{
nt Status = | oCreateDevi ce(Driver Obj ect,
si zeof (DEVI CE_EXTENSI ON),
NULL,
FI LE_DEVI CE_UNKNOWN,
FI LE_AUTOGENERATED DEVI CE_NAME,
FALSE,
Devi ceObj ect) ;
}
i f (NT_SUCCESS(nt Status))
{
/1 Initialize our device extension
devi ceExt ensi on = (PDEVI CE_EXTENSI ON) ((*Devi ceObj ect) - >Devi ceExt ensi on)
Rt | CopyMenor y(devi ceExt ensi on- >Devi ceLi nkNaneBuf f er,
&devi ceLi nkUni codeStri ng,
si zeof (devi ceLi nkUni codeString));
devi ceExt ensi on- >Confi gur ati onHandl e = NULL;
devi ceExt ensi on- >Devi ceDescri pt or = NULL;
devi ceExt ensi on->I nterfacelLi st = NULL;
}
Rt | Fr eeUni codeSt ri ng( &devi ceLi nkUni codeStri ng) ;
KdPrint (("CreateDeviceObject: Exiting Wth ntStatus Ox%\n", ntStatus));
return nt Status;
}

Kosta Koeman
Intel Architecture Labs

39



IR R SRR R R R R R R R R R

/1 Function: CallUSBD
/1 Purpose: Submt an USB urb
// khkhkhkhkkhkkhkkhkhkhkhkhkhkhkhkhkhhhkhkhhrhhrhhkhkhkhdhdkhkhrhrrhrkhkhkhkhkdkhhdxdxxx
NTSTATUS
Cal | USBI(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N PURB Urb,
QUT PULONG Length
)

NTSTATUS nt St atus, status = STATUS_SUCCESS;

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
PIRP irp;

| O_STATUS BLOCK i oSt at us;

Pl O_STACK_LOCATI ON next St ack;

PKEVENT pSyncEvent = &(devi ceExtensi on->SyncEvent);

/1 issue a synchronous request (see notes above)
Kel nitializeEvent (pSyncEvent, NotificationEvent, FALSE);

irp = | oBuil dDevi cel oContr ol Request (
| OCTL_I NTERNAL_USB_SUBM T_URB,
devi ceExt ensi on- >St ackDevi cebj ect ,
NULL,
0,
NULL,
0,
TRUE, /* | NTERNAL */
pSyncEvent,
& oSt atus);

/1 Prepare for calling the USB driver stack
next Stack = | oGet Next | rpStackLocation(irp);
ASSERT( next Stack != NULL);

/1 Set up the URB ptr to pass to the USB driver stack
next St ack- >Par aneters. O hers. Argunent1 = Urb;

/1 Call the USB class driver to performthe operation. |If the returned status

/1 is PENDING wait for the request to conplete.
ntStatus = loCal |l Driver (devi ceExt ensi on->St ackDevi ceCbj ect, irp);

if (ntStatus == STATUS_PENDI NG)

{
status = KeWit For Si ngl eQoj ect (pSyncEvent,

Suspended,
Ker nel Mbde,
FALSE,
NULL) ;

}

el se
ioStatus. Status = nt St atus;
ntStatus = i oStatus. Status;
if (Length)
if (NT_SUCCESS(ntStatus))
*Length = Urb->UrbBul KO I nterrupt Transf er. Transf er Buf f er Lengt h;
} ° se* Length = 0;

return nt Status;
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IR R SRR R R R R R R R R R

/1 Function: Create
/1 Purpose: Called when user app calls CreateFile

IR R R SRR R R SRR R R R R R

NTSTATUS

Creat e(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp
)

{

NTSTATUS nt St at us;
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;

Irp->loStatus. Status = STATUS_SUCCESS;
Irp->loStatus. I nformation = O;

KdPrint (("In Create\n"));
ntStatus = Irp->lo0Status. Status,;

| oConpl et eRequest (Irp, 1O _NO | NCREMENT);
KdPrint (("Exit Create (%)\n", ntStatus));

return nt Status;

// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S R S S Sk Sk Sk Sk Sk S S Sk Sk Sk R Sk S S S kS

/1 Function: C ose
/| Purpose: Called when user app calls d oseHandl e

// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S Sk Sk Sk Sk Sk Sk Sk Sk S R Sk S S S kS R

NTSTATUS

C ose(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp
)

{

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;

Irp->loStatus. Status = STATUS_SUCCESS;
Irp->loStatus. | nformation = 0;

KdPrint (("In Cose\n"));
| oConpl et eRequest (Irp, 1O _NO | NCREMENT);
KdPrint (("Exit dose (%)\n", ntStatus));

return nt Status;
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[ ] KKKk kR ok ok ok ke kK K ok ok Kk K Kk R Kk R Rk kK kR Rk kR K Rk kK

/1 Function: GetRegistryDword
/1 Purpose: Read a DWORD fromthe registry

[ ] R KKk kR ok K ok ke kK K ok ok kR K Kk kK Kk R Rk R Kk R Rk R R K Rk kK

NTSTATUS

Get Regi st ryDwor d(
I'N PUNI CODE_STRI NG RegPat h,
I'N PWCHAR Val ueNane,
IN QUT PULONG Val ue
)

{

RTL_QUERY_REQ STRY_TABLE paranTabl e[2]; //zero'd second table term nates parns
ULONG | Def = *Val ue; /1 default
NTSTATUS nt St at us;

Rt | Zer oMenor y( par anTabl e, si zeof (paranTabl e));

par anifabl e[ 0] . Fl ags = RTL_QUERY_REG STRY_DI RECT;
par anfTabl e[ 0] . Nane = Val ueNang;

par anifabl e[ 0] . Ent ryCont ext = Val ue;

par anifabl e[ 0] . Def aul t Type = REG_DWORD;

par anfTabl e[ 0] . Def aul t Data = &l Def;

par anfTabl e[ 0] . Def aul t Lengt h = si zeof (ULONG) ;

ntStatus = Rt| QueryRegi stryVal ues(RTL_REG STRY_ABSOLUTE | RTL_REG STRY_OPTI ONAL,
RegPat h- >Buf f er,
par anfabl e,
NULL,
NULL) ;

KdPrint (("Get Regi stryDword exiting with ntStatus Ox%\n", ntStatus));

return nt Status;

[ ] R KKKk kK ok ok ko kK K K ok ok R K Kk R Kk R Rk kK R R Rk kR K Rk kK

/'l Function: Selectlnterface
/1 Purpose: Change a specified interface's

I alternate setting
// khkkhkkhkhkkhhkhhkhkhkhkkhhkkhhhhhhhkhhkdhhhhdhdhdhrhhhhhrdhdhdxktx*k
NTSTATUS

Sel ectl nterface(
PDEVI CE_OBJECT Devi ce(bj ect,
UCHAR ucl nt er f aceNunber,
UCHAR ucAl t Setting
)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cenj ect - >Devi ceExt ensi on;
PUSB_CONFI GURATI ON_DESCRI PTOR Conf i gur ati onDescri ptor =
devi ceExt ensi on- >Confi gurati onDescri ptors
[ devi ceExt ensi on->ul Current Confi gurati onl ndex] ;
PUSB_| NTERFACE_DESCRI PTOR interfaceDescriptor = NULL;
PUSB_ENDPQO NT_DESCRI PTOR endpoi nt Descri pt or = NULL;
PUSBD _| NTERFACE_| NFORMATI ON i nt er f aceObj ect = NULL;
NTSTATUS nt St at us = STATUS_SUCCESS;
PURB urb = NULL,;
int i = 0;
ULONG siz = 0;
ULONG | ength = 0;
interfaceDescriptor =
USBD_Par seConf i gurati onDescri pt or Ex( Confi gurati onDescri ptor,
(PVQA D) Confi gurationDescri ptor,
ucl nterfaceNunber, // 0
ucAl t Setting,
-1,
-1,
-1);
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if (!interfaceDescriptor)
return STATUS_UNSUCCESSFUL;

GET_SELECT_| NTERFACE_REQUEST_SI ZE(i nt er f aceDescri pt or - >bNunEndpoi nt s) ;

siz
urb = ExAl | ocat ePool (NonPagedPool , siz);

if (lurb)
return STATUS_NO_MEMCRY;

ur b->Ur bHeader . Function = URB_FUNCTI ON_SELECT | NTERFACE;
ur b- >Ur bHeader . Lengt h = ((USHORT) si z;
ur b->Ur bSel ect I nterface. Configurati onHandl e =
devi ceExt ensi on- >Confi gur ati onHandl e;
urb->UrbSel ectlnterface. I nterface. Length =sizeof (struct _USBD_ | NTERFACE | NFORMATI ON) ;

if (interfaceDescriptor->bNunEndpoints > 1)
{
urb->UrbSel ectlnterface. | nterface. Length +=(interfaceDescri ptor->bNunEndpoi nts-1)
* sizeof (struct _USBD_PI PE_I NFORMATI ON) ;

}

urb->UrbSel ectlnterface. I nterface. | nterfaceNunber ucl nt er f aceNunber;
urb->UrbSel ectlnterface.Interface. AlternateSetting ucAl t Setting;
urb->UrbSel ectI nterface. | nterface. C ass = interfaceDescriptor->blnterfaceC ass;
urb->UrbSel ectInterface. I nterface. SubClass =
interfaceDescriptor->blnterfaceSubd ass;
urb->UrbSel ectlnterface. I nterface. Protocol =
interfaceDescriptor->blnterfaceProtocol;
ur b->UrbSel ectI nterface. | nterface. Nunmber O Pi pes =
interfaceDescri ptor->bNunEndpoi nts;
/1 Interface Handl e is considered opaque
//urb->UrbSel ectlnterface. | nterface.|nterfaceHandl e

/1 Fill in the Interface pipe infornmation
interfaceObject = &urb->UbSel ectlnterface.|nterface;
endpoi nt Descri ptor = (PUSB_ENDPO NT_DESCRI PTOR) ((ULONG) i nt er f aceDescri ptor +
(ULONG) i nterfaceDescri ptor->bLength);

for (i = 0; i < interfaceDescriptor->bNunEndpoints; i++)

{
interfaceQbject->Pi pes[i].Mxi nunPacket Si ze =
endpoi nt Descri pt or - >wVaxPacket Si ze;
interfaceObject->Pi pes[i].Endpoi nt Addr ess =
endpoi nt Descri pt or - >bEndpoi nt Addr ess;

interface(bject->Pipes[i].Interval = endpoi nt Descri ptor->bl nterval ;
switch (endpoi nt Descri ptor->bmAttri butes)
case 0x00:

interfaceObject->Pipes[i].PipeType = UsbhdPi peTypeControl;

br eak;
case 0x01:

interfaceObject->Pipes[i].PipeType = UsbdPi peTypel sochr onous;

br eak;
case 0x02:

interfaceQbject->Pipes[i].PipeType = UshdPi peTypeBul k;

br eak;
case 0x03:

interfaceCbject->Pipes[i].PipeType = UshdPi peTypel nterrupt;

br eak;
endpoi nt Descri pt or ++;
/1 PipeHandle is opaque and is not to be filled in
interfaceQbject->Pipes[i].MxinunilransferSize = 64*1023;
interfaceObject->Pipes[i].PipeFlags = 0;

}

nt Status = Cal | USBD( Devi ce(nj ect, urb, & ength);

i f (NT_SUCCESS(nt Status))
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Updat ePi pel nf o( Devi ceObj ect, uclnterfaceNunber, interfacebject);

return nt Status;

}

// EE RSk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S Sk Sk Sk Sk Sk Sk Sk kS R Sk S S S kS S S S S S S

/1 Function: UpdatePipelnfo
/| Purpose: Store the pipe infornmation
// EE R SR Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS S Sk Sk Sk S Sk S Sk Sk Sk Sk R Sk S S Sk kS
NTSTATUS
Updat ePi pel nf o(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N UCHAR ucl nt er f aceNunber ,
I N PUSBD_| NTERFACE_| NFORMATI ON i nt er f aceObj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;

if (deviceExtension->Interfacelist[uclnterfaceNunber])
ExFr eePool (devi ceExt ensi on->I nt er f aceLi st [ ucl nt er f aceNunber]);

devi ceExt ensi on->| nterfaceLi st[ucl nterfaceNunber] = ExAl | ocat ePool ( NonPagedPool ,
interfaceQbj ect->Length);

if (!deviceExtension->lnterfacelist[uclnterfaceNunber])
return STATUS_NO_MEMORY;

/1 save a copy of the interfaceObject information returned

Rt | CopyMenor y(devi ceExt ensi on->I nt er f aceLi st [ ucl nt er f aceNunber],
interface(ject,
interfaceQbj ect->Length);

return STATUS_SUCCESS;
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[ ] REKKEAAAK KKK KKK KKK KA KKK KK KA XK Kk kA kX kK

/1 File: sanple.h
/1

[ ] REKKEKARK KKK KKK KKK AKX KKK AKX Kk ko k kA X kK

#i fndef _sanple_h_
#define _sanple_h_

#i f def DRI VER

#defi ne REG STRY_PARAMETERS_PATH \
L"\\ REG STRY\ \ Machi ne\\ Syst em \ Curr ent Cont r ol Set \\ SERVI CES\\ Sanpl e\\ Par anet er s"

#defi ne RECI PI ENT_DEVI CE 0x01
#def i ne FEATURE_REMOTE_WAKEUP 0x01
#def i ne FEATURE_TEST_MODE 0x02

#defi ne USBD W N98_GOLD_VERSI ON 0x0101
#define USBD W N98_SE_VERSION  0x0200
#def i ne USBD_ W N2K_VERSI ON 0x0300

#defi ne NAME_MAX 64

enum {

eRenpved, /1 Started->I RP_MN_REMOVE_DEVI CE
/1 SurprisedRenpoved- >l RP_MN_REMOVE_DEVI CE
/1 Initial State set in PnpAddDevice

eStarted, /1 Renoved->| RP_MN_START_DEVI CE
/1 RenpvePendi ng- >| RP_MN_CANCEL_REMOVE_DEVI CE
/1 St opPendi ng- >l RP_MN_CANCEL_STOP_DEVI CE
/1 St opped->I RP_MN_START_DEVI CE

eRenpvePendi ng, /1 Started->I RP_M\_QUERY_REMOVE_DEVI CE

eSur pri sedRenpved, // Started->l RP_MN_SURPRI SE_REMOVAL

eSt opPendi ng, /1 Started->I RP_MN_QUERY_STOP_DEVI CE
eSt opped /1 St opPendi ngSt at e- > RP_MN_STOP_DEVI CE I'NITI ALI ZI NG
} PNP_STATE;

typedef struct _DEVI CE_EXTENSI ON {

// EE R Sk Sk Sk Sk Sk Sk Sk Sk S Sk Sk S Sk R Sk S Sk Sk Sk Sk Sk S Sk S Sk Sk Sk Sk S Sk S Sk Sk Sk Sk g Sk Sk kS S Sk Sk Sk Sk Sk Sk S S S S S S S S

/1 Saved Device Objects

/1 Device object we call when submitting Ubs/IRPs to the USB stack
PDEVI CE_OBJECT St ackDevi ce(bj ect ;

/'l physical device object - subnmit power IRPs to

PDEVI CE_OBJECT Physi cal Devi ceObj ect ;

DEVI CE_CAPABI LI TI ES Devi ceCapabi liti es;

PONER_STATE Current Syst enfst at e;
POWER_STATE Curr ent Devi ceSt at e;
PONER_STATE Next Devi ceSt at e;

/1 configuration handle for the configuration the
/1 device is currently in
USBD_CONFI GURATI ON_HANDLE Conf i gur at i onHandl e;

/1 ptr to the USB device descriptor

/1 for this device

PUSB_DEVI CE_DESCRI PTOR Devi ceDescri ptor;

/1 keep an array of pointers to the configuration descriptor(s)
PUSB_CONFI GURATI ON_DESCRI PTOR * Confi gur ati onDescri ptors;

ULONG ul Current Confi gurati onl ndex;

/1 Pointers to interface info structs
PUSBD_| NTERFACE_| NFORMATI ON * I nterfacelList;

Pl RP Power | rp;

Pl RP Wi t Wakel r p;
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enum PNP_STATE PnPst at e;

/1

/1 DeviceWake from capabilities

/1

DEVI CE_POWER_STATE Devi ceWake;

KEVENT Power UpEvent ;
KEVENT Power UpDone;

PETHREAD

Thr eadOoj ect ;

KEVENT NoPendi ngTr ansact i onsEvent ;
ULONG  ul Cut St andi ngl r ps;

PUNI CODE_STRI NG Regi st ryPat h;
UNI CODE_STRI NG Mof Resour ceNane;

/1 Kernel Event for sync calls for this D O

KEVENT SyncEvent;

/1 Name buffer for our nanmed Functi onal
WCHAR Devi ceLi nkNaneBuf f er [ NAVE_MAX] ;

BOOLEAN Set Power Event Fl ag;

PIRP loctllrp;

BOOLEAN Power Tr ansi t i onPendi ng;

} DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON,

NTSTATUS
Di spat chWM (
I' N PDEVI CE_COBJECT
IN PI RP
)i

va D
Unl oad(
I'N PDRI VER_OBJECT

);

NTSTATUS
St opDevi ce(

)s

NTSTATUS
RenmoveDevi ce(

)

NTSTATUS

Cal | USBD(
I N PDEVI CE_OBJECT
IN PURB Urb,
OUT PULONG Lengt h
)

NTSTATUS
PnPAddDevi ce(

I'N PDRI VER_OBJECT
I' N PDEVI CE_OBJECT

)

NTSTATUS

Cr eat eDevi ceObj ect (
I'N PDRI VER_COBJECT
I' N PDEVI CE_COBJECT

I' N PDEVI CE_COBJECT

)
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Devi ceObj ect ,
Irp

Driver Obj ect

I'N PDEVI CE_OBJECT Devi cebj ect

I'N PDEVI CE_OBJECT Devi cebj ect
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Driver Obj ect,
Physi cal Devi ceObj ect

Dri ver Obj ect,
Physi cal Devi ceObj ect ,
*Devi cehj ect

devi ce obj ect
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NTSTATUS
Creat e(

I N PDEVI CE_OBJECT Devi ce(bj ect,
INPIRP Irp

);

NTSTATUS
C ose(

I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp

);

NTSTATUS

Sel ectl nterface(
PDEVI CE_OBJECT Devi ce(bj ect,
UCHAR ucl nt er f aceNunber,
UCHAR ucAl t Setting
)i

NTSTATUS
Updat ePi pel nf o(
I N PDEVI CE_OBJECT Devi ce(bj ect,
I' N UCHAR ucl nt er f aceNunber,
I N PUSBD_| NTERFACE_| NFORVATI ON i nt er f aceObj ect

)

NTSTATUS
Processloctl (
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp
)i

NTSTATUS

Generi cConpl eti on(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp,

I'N PKEVENT Event

)s

VO D
Freel nterfaceLi st (
I N PDEVI CE_OBJECT Devi ceObj ect

);

NTSTATUS
Reset Par ent Por t (
I'N I N PDEVI CE_OBJECT Devi cebj ect

);

NTSTATUS

Get Regi st r yDwor d(
I'N PUNI CODE_STRI NG RegPat h,
I'N PWCHAR Val ueNane,

IN QUT PULONG Val ue
)

#endi f

#endi f
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// khkkhkkhkhkkhhkkhhkhkhkhkkhhkdhkhhkhkhhdhdhhhhhhrdhdhdkx*k
/1

/1 File: pnp.c

/1

[ ] REKKEKARK KKK KKK KKK AKX KKK AKX Kk ko k kA X kK

#defi ne DRI VER

#define | NI TGU D

#pragnma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"

#pragma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio.h"

#pragma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"

#pragnma war ni ng( def aul t: 4200)

#i ncl ude "ushbdlib. h"

#i nclude "ioctl.h"

#i ncl ude "sanpl e. h"

#i ncl ude "pnp. h"

extern UCHAR *Syst enPower StateString[];

extern UCHAR *Devi cePower StateString[];

UCHAR *PnPString[] = {

"| RP_MN_START DEVI CE", /1 0x00
" | RP_MN_QUERY_REMOVE_DEVI CE", /1 0x01
"I RP_MN_REMOVE_DEVI CE", /1 0x02
"] RP_MN_CANCEL_REMOVE_DEVI CE", /1 0x03
"I RP_MN_STOP_DEVI CE", /1 0x04
"I RP_MN_QUERY_STCP_DEVI CE", /1 0x05
"| RP_MN_CANCEL_STOP_DEVI CE", /1 0x06
"] RP_MN_QUERY_DEVI CE_RELATI ONS', /1 0x07
" | RP_MN_QUERY_| NTERFACE" /1 0x08
"I RP_MN_QUERY_CAPABI LI TI ES", /1 0x09
"| RP_MN_QUERY_RESOURCES', /1 OX0A
"] RP_MN_QUERY_RESOURCE_REQUI REVENTS', // OXOB
" | RP_MN_QUERY_DEVI CE_TEXT", /1 0x0C
"I RP_MN_FI LTER_RESOURCE . REQUI REMENTS', // 0x0D
"| RP_MN_READ_CONFI G', /1 OXOF
"] RP_MN_WRI TE_CONFI G', /1 0x10
"| RP_MN_EJECT", /1 0x11
"I RP_MN_SET_LOCK", /1 0x12
"I RP_MN_QUERY_I D', /1 0x13
"] RP_VMN_QUERY_PNP_DEVI CE_STATE", /1 0x14
"| RP_MN_QUERY_BUS_| NFCRVATI ON', /1 0x15
"] RP_MN_DEVI CE_USAGE_NOTI FI CATI ON', /1 0x16
"| RP_MN_SURPRI SE_REMOVAL" /1 0x17
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[ ] KKKk kR ok ok ok ke kK K ok ok Kk K Kk R Kk R Rk kK kR Rk kR K Rk kK

/1 Function: DispatchPnP
/1 Purpose: PnP Dispatch Routine
// khkkhkhkkhkkhkkhkhkhkhkhkhkhhkhkhkhkdhhhkhhrhhhkhkhkhkdhhkhkhbhrhrhrhkhkhkhkhkhkhhdxxx
NTSTATUS
Di spat chPnP(
I N PDEVI CE_OBJECT Devi cebj ect,
I'N PI RP Irp

)

PDEVI CE_EXTENSI ON  devi ceExt ensi on
Pl O_STACK_LOCATI ON I rpStack
BOOLEAN passRequest ;
NTSTATUS nt St at us;

Devi ceObj ect - >Devi ceExt ensi on;
| 0oGet Current | rpSt ackLocati on(lrp);

/1 Default: Pass the request down to the next |ower driver
/1 without a conpletion routine
passRequest = TRUE;

KdPrint (("DispatchPnP: Entering with IRP: %\n",
PnPStri ng[ | r pSt ack->M nor Function]));

switch (IrpStack->M nor Functi on)
{
case | RP_MN_START_DEVI CE: // 0x00

/1 In the conpletion routine, we conplete the configuration
/1 process
| oCopyCurrent | rpSt ackLocat i onToNext (Irp);
| 0Set Conpl et i onRout i ne(lrp,
St art Conpl eti onRout i ne,
Devi ce(bj ect
TRUE,
TRUE,
TRUE) ;

ntStatus = |l oCal |l Driver (devi ceExt ensi on->St ackDevi ceCbj ect, |rp);
passRequest = FALSE;

br eak;
case | RP_MN_REMOVE DEVICE: // 0x02
devi ceExt ensi on- >PnPst at e = eRenoved,
KdPri nt (("Renpve device\n"));
nt St at us = RenpveDevi ce(Devi ceObj ect);
break; //1RP_MN_REMOVE_DEVI CE
case | RP_WMN_STOP_DEVI CE: /1 0x04
nt Status = St opDevi ce(Devi cehj ect);
break; //IRP_M\_STOP_DEVI CE
case | RP_MN_QUERY_CAPABI LI TIES: // 0x09
KdPrint (("1RP_MN_QUERY_CAPABI LI TIES\n"));
| oCopyCurrent | rpStackLocati onToNext (1rp);
| 0Set Conpl eti onRout i ne(lrp,
QueryCapabi | i ti esConpl eti onRout i ne,
Devi ceObj ect ,
TRUE,
TRUE,
TRUE) ;
ntStatus = | oCall Driver (devi ceExt ensi on->St ackDevi ceObj ect, |rp);
passRequest = FALSE;

br eak;
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defaul t:
/1 A PnP M nor Function was not handl ed
KdPrint (("PnP I OCTL not handl ed Ox%\n",
I rpSt ack->M nor Function));
br eak;

} /* switch M norFunction*/
if (passRequest)
/1 just pass it down
1 oSki pCurrent|rpStackLocation(lrp);

ntStatus = | oCal |l Driver (devi ceExt ensi on->St ackDevi ceCbj ect, |rp);
}

KdPrint (("Exit PnP Ox%\n", ntStatus));
return nt Status;

}/ 1 Di spat chPnP

[ ] R KKKk ok ok ok ke kK ok ok ok kR K Kk R Kk R Rk R K R Rk R R K Rk kK

/1 Function: StartConpl etionRoutine
/1 Purpose: Start the configuration process
// EE R SR Sk Sk Sk Sk Sk Sk S S Sk S Sk S Sk S Sk S Sk Sk Sk Sk Sk Sk Sk Sk Sk R Sk S S S kS S S S R
NTSTATUS
St art Conpl et i onRout i ne(
I N PDEVI CE_OBJECT Nul | Devi cebj ect
INPIRP Irp,
I'N PVO D Cont ext

)

PDEVI CE_OBJECT devi cebj ect

PDEVI CE_EXTENSI ON devi ceExt ensi on
NTSTATUS nt St at us = STATUS_SUCCESS;
KIRQL irgl = KeGetCurrentlrql ();

( PDEVI CE_OBJECT) Cont ext ;
devi ceObj ect - >Devi ceExt ensi on;

KdPrint (("enter StartConpletionRoutine at IRQL % with ntStatus Ox%\n",
irgl == PASSI VE_LEVEL ? "PASSI VE_LEVEL": "Dl SPATCH LEVEL",
Irp->loStatus. Status));

if (NT_SUCCESS(Irp->loStatus. Status))

{
/1 If the lower driver returned PENDING nark our stack |ocation as pending al so.
if (1rp->Pendi ngRet ur ned)

| oMar ki r pPendi ng( 1 rp);
}

ntStatus = StartDevi ce(devi ceObject);
Irp->loStatus. Status = nt Status;

return nt Status;
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[ ] KKKk kR ok ok ok ke kK K ok ok Kk K Kk R Kk R Rk kK kR Rk kR K Rk kK

/1 Function: CetDescriptor
/1 Purpose: Generic routine for acquiring descriptors
// khkkhkhkkhkkhkkhkhkhkhkhkhkhhkhkhkhkdhhhkhhrhhhkhkhkhkdhhkhkhbhrhrhrhkhkhkhkhkhkhhdxxx
NTSTATUS
Get Descri ptor (

I N PDEVI CE_OBJECT Devi cebj ect,

I N UCHAR ucDescri pt or Type,

I N UCHAR ucDescri pt or | ndex,

I N USHORT usLanguagel D,

I'N PVO D descri ptorBuffer,

I'N ULONG ul Buf ferSize

)

{
NTSTATUS nt St at us = STATUS_SUCCESS;
PURB urb = NULL;
ULONG I ength = 0;

urb = ExAl | ocat ePool (NonPagedPool , sizeof (struct _URB_CONTROL_DESCRI PTOR_REQUEST)) ;
if (lurb)
{

nt St at us = STATUS_NO_MEMORY;
got o Get Descri ptor End;
}

UsbBui | dGet Descri pt or Request (urb,
(USHORT) sizeof (struct _URB_CONTROL_DESCRI PTOR_REQUEST),
ucDescri pt or Type,
ucDescri pt or | ndex,
usLanguagel D,
descriptorBuffer,
NULL,
ul BufferSize,
NULL) ;

nt Status = Cal | USBD( Devi ceCbj ect, urb, & ength);

Get Descri pt or End:
return nt Status;
}

// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S Sk Sk Sk Sk S S Sk Sk S R Sk S S S Sk Sk Sk S S S S R

/1 Function: StartDevice
/1 Purpose: Acquire descriptors, configure device
// khkkhkkhkhkkhhkhhkhkhhkkhhkdhhhhhhkhhhhhhhhhdhdhrhkrhhrdhdhdktx*k
NTSTATUS
Start Devi ce(

I'N PDEVI CE_OBJECT Devi cebj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceoj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;

PVO D descriptorBuffer = NULL;

ULONG si z;

UONG i = 0;

KdPrint (("StartDevice: Entering\n"));

/1 Get the device Descriptor

siz = sizeof (USB_DEVI CE_DESCRI PTOR) ;

descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);
if (!descriptorBuffer)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;
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nt Stat us = Get Descri pt or (Devi ceObj ect,
USB_DEVI CE_DESCRI PTOR_TYPE,
0,
0,
descri ptorBuffer,
siz);

if (!NT_SUCCESS(ntStatus))
{

}

devi ceExt ensi on- >Devi ceDescri ptor = (PUSB_DEVI CE_DESCRI PTOR) descri pt or Buf f er;

goto StartDevi ceEnd;

descri ptorBuffer = NULL;

devi ceExt ensi on- >Confi gurati onDescri ptors = ExAl | ocat ePool ( NonPagedPool ,
devi ceExt ensi on- >Devi ceDescri pt or - >bNunConfi gurati ons *
si zeof ( PUSB_CONFI GURATI ON_DESCRI PTCR) ) ;

if (!devi ceExtension->ConfigurationDescriptors)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;
}

/1 Acquire all configuration descriptors
for (i = 0; i < deviceExtension->DeviceDescriptor->bNunConfigurations; i++)
{

UCHAR t enpBuffer[9];

/1 Get the configuration descriptor (first 9 bytes)

siz = sizeof (USB_CONFI GURATI ON_DESCRI PTOR) ;

descriptorBuffer = & enmpBuffer; //ExAl | ocatePool (NonPagedPool, siz);

if (!descriptorBuffer)

nt Status = STATUS_NO_MEMORY;
goto StartDevi ceEnd;

}

nt Stat us = Get Descri pt or (Devi ceObj ect,
USB_CONFI GURATI ON_DESCRI PTOR_TYPE,
(UCHAR) i ,
0,
descri ptorBuffer,
si z);

if (! NT_SUCCESS(nt Stat us))

goto StartDevi ceEnd;
}

/1 Now get the rest of the configuration descriptor & save

siz = ((PUSB_CONFI GURATI ON_DESCRI PTOR) descri pt or Buf f er) - >wTot al Lengt h;
/ | ExFr eePool (descri ptorBuffer);

//descriptorBuffer = NULL;

descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);
if (!descriptorBuffer)

nt St at us = STATUS_NO_MEMORY;
goto StartDevi ceEnd;

}

nt Stat us = Get Descri pt or (Devi ceObj ect,
USB_CONFI GURATI ON_DESCRI PTOR_TYPE,
(UCHAR) i ,
0,
descri ptorBuffer,
si z);
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if (! NT_SUCCESS(nt Stat us))

goto StartDevi ceEnd;
}

devi ceExt ensi on->Confi gurati onDescriptors[i] =
( PUSB_CONFI GURATI ON_DESCRI PTOR) descr i pt or Buf f er;

descri ptorBuffer = NULL;
} // get all configuration descriptors

/1 1f the GetDescriptor calls were successful,
/1 the first configuration descriptor
i f (NT_SUCCESS(nt Status))

then configure the device with

nt Status = Confi gureDevi ce(Devi cej ect, 0);
}
St art Devi ceEnd:
KdPrint (("StartDevice Exiting Wth ntStatus: Ox%\n", ntStatus));

return nt Status;

}

// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S Sk S Sk S Sk Sk Sk Sk S S Sk kR Sk S S S kS S S S S S

/1 Function: ConfigureDevice
/1 Purpose: Configure device with configuration index
// khkkhkkhkhkkhhkhhkhkhhkhhkdhhhhhhkhhdhdhhhhdhdrhhhhhrdrdhdxkhx*k
NTSTATUS
Conf i gureDevi ce(

I N PDEVI CE_OBJECT Devi cebj ect,

I N ULONG Confi gl ndex

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ce(bj ect - >Devi ceExt ensi on;
PUSB_CONFI GURATI ON_DESCRI PTOR Conf i gur ati onDescri ptor =
devi ceExt ensi on- >Confi gurati onDescri pt or s[ Confi gl ndex] ;

PUSBD_| NTERFACE_| NFORMATI ON i nt er f ace(bj ect = NULL;
PUSB_| NTERFACE_DESCRI PTOR i nt er f aceDescr i pt or = NULL;
PUSBD _| NTERFACE LI ST_ENTRY plfcListEntry = NULL;
PUSB_| NTERFACE_DESCRI PTCR | nt er f aceDescri pt or = NULL;

NTSTATUS nt St at us

STATUS_SUCCESS,;

PURB urb

LONG i nt er f aceNunber
LONG I nterfaced ass
LONG I nterfaceSubd ass
LONG I nt erfacePr ot ocol
ULONG nl nt er f aceNunber
ULONG nPi peNunber
USHORT si z

ULONG ul Al't Settings
int i =0;

ULONG | engt h

NULL;
0;
1;
1;
1;

0
0
0
0

0;

KdPrint (("enter ConfigureDevice\n"));

/1 Build up the interface list entry information

pl fcListEntry = ExAl | ocat ePool ( NonPagedPool ,
(ConfigurationDescriptor->bNum nterfaces + 1)*
si zeof (USBD_| NTERFACE_LI ST_ENTRY) ) ;

if (!plfcListEntry)

nt St at us = STATUS_NO_MEMORY;
got o Confi gureDevi ceEnd;

}
for (interfaceNunber = O;
interfaceNunber < ConfigurationDescriptor->bNum nterfaces;
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i nt erfaceNunber ++)

/1 Acquire each default interface descriptor
I nterfaceDescriptor =
USBD_Par seConf i gur at i onDescr i pt or Ex( Confi gur at i onDescri pt or,

Confi gurationDescri ptor,
i nterfaceNunber,
0, // should be zero on initialization
-1, // interface class not a criteria
-1, /1 interface subclass not a criteria
-1);// interface protocol not a criteria

if (InterfaceDescriptor)

plfcListEntry[interfaceNunber].InterfaceDescriptor = InterfaceDescriptor;
}
el se
{
KdPri nt ((" Confi gureDevi ce() ParseConfigurati onDescriptorEx() failed\n"));
KdPrint (("returning STATUS_ | NSUFFI Cl ENT_RESOURCES\ n"));
nt Status = STATUS_UNSUCCESSFUL;
got o Confi gureDevi ceEnd;
}

/1 set last entry in interface list to NULL
pl fcLi stEntry[ Configurati onDescri ptor->bNum nterfaces].|nterfaceDescriptor = NULL;

urb = USBD_Creat eConfi gurati onRequest Ex( Confi gurati onDescriptor, plfcListEntry);
if (lurb)
{

nt Status = STATUS_NO_MEMORY;
got o Confi gureDevi ceEnd;
}

nt Status = Cal | USBD( Devi cenj ect, urb, & ength);
if (!NT_SUCCESS(ntStatus))

KdPrint (("Select Config Failed. ntStatus = Ox%; urb status = Ox%\n",
nt St at us,
ur b- >Ur bHeader . Stat us) ) ;
got o Confi gur eDevi ceEnd;

}

/1 Save the configuration handle for this device
devi ceExt ensi on- >Confi gurati onHandl e =
ur b->Ur bSel ect Confi gurati on. Confi gurati onHandl e;

devi ceExt ensi on- >l nterfacelLi st = ExAl | ocat ePool ( NonPagedPool ,
Confi gurationDescri ptor->bNum nterfaces *
si zeof ( PUSBD_| NTERFACE_| NFORMATI ON) ) ;

if (!deviceExtension->lnterfacelist)

nt St at us = STATUS_NO_MEMORY;
got o Confi gureDevi ceEnd;
}

/1 Build up the interface descriptor info

for (interfaceNunber = 0;
interfaceNunmber < ConfigurationDescriptor->bNum nterfaces;
i nterfaceNunber ++)

{
interfaceCbject = plfcListEntry[interfaceNunber].Interface;
ASSERT(i nt er f aceObj ect);
for (nPi peNunber=0; nPi peNunber < interfaceObject->Nunber O Pi pes; nPi peNunber ++)
/1 fill out the interfaceobject info
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/1 performany pipe initialization here
i nterfaceQbj ect->Pi pes[ nPi peNunber] . Maxi munir ansfer Si ze = 64*1023;
}

devi ceExt ensi on->I nterfacelList[interfaceNunber] = NULL;
Updat ePi pel nf o( Devi cenj ect,
(UCHAR) i nt er f aceNunber,
plfcListEntry[interfaceNunber].|nterface);
}

Conf i gur eDevi ceEnd:
if (urb)

ExFr eePool (urb);
urb = NULL;

}

/] if the interface list was not initialized, then
/1 free up all the nenory allocated by USBD CreateConfigurati onRequest Ex
if (!NT_SUCCESS(ntStatus))

{
for (interfaceNunmber = O;
interfaceNunber < ConfigurationDescriptor->bNum nterfaces;
i nt erfaceNunber ++)
ExFr eePool (pl fcListEntry[interfaceNunber].Interface);
plfcListEntry[interfaceNunber].|nterface = NULL;
}
}

if (plfcListEntry)
ExFr eePool (pl fcListEntry);

plfcListEntry = NULL;
}

KdPrint (("exit ConfigureDevice (%)\n", ntStatus));

return nt Status;
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[] *xx*

khkkhkkhkhhkhhkhkhdhhhhhkhhhhhhhkhhhhhhhhhhhhhkhkhk

/1 Function: QueryCapabilitiesConpletionRoutine

/1 Purpose: Save the capabilities information

// khkkhkhkkhkkhkkhkhkhkhkhkhkhhkhkhkhkdhhhkhhrhhhkhkhkhkdhhkhkhbhrhrhrhkhkhkhkhkhkhhdxxx
NTSTATUS

QueryCapabi liti esConpl eti onRout i ne(

PDEVI CE_OBJECT devi ceObj ect
PDEVI CE_EXTENSI ON devi ceExt ensi on

PDEVI CE_OBJECT Nul | Devi ceObj ect
PIRP Irp,
PVO D Cont ext

(PDEVI CE_OBJECT) Cont ext;
devi ceObj ect - >Devi ceExt ensi on;

NTSTATUS nt St at us = STATUS_SUCCESS;
Pl O_STACK _LOCATI ON IrpStack = loGetCurrentlrpStackLocation (lrp);
ULONG ul Power Level ;

KIRQL irgl = KeGetCurrentlrql ();

KdPrint (("enter QueryCapabilitiesConpletionRoutine at IRQL % with ntStatus Ox%\n",

irgl == PASSI VE_LEVEL ? "PASS| VE_LEVEL": "Dl SPATCH LEVEL",
Irp->loStatus. Status));

If the lower driver returned PENDING nark our stack |ocation as pending al so.
(1 rp->Pendi ngRet ur ned)

I oMvar kI RPPendi ng( 1 rp);
(NT_SUCCESS( | r p- >l oSt at us. St at us))

ASSERT( | r pSt ack->Maj or Function == | RP_MJ_PNP);
ASSERT( | r pSt ack- >M nor Function == | RP_MN_QUERY_CAPABI LI TI ES) ;

IrpStack = | oGet Current| RPSt ackLocation (Irp);

Rt | CopyMenor y( &devi ceExt ensi on- >Devi ceCapabi liti es,
I rpSt ack- >Par anet er s. Devi ceCapabi liti es. Capabilities,
si zeof (DEVI CE_CAPABI LI TIES)) ;

/1 print out capabilities info

KdPI'I nt(("************ DEVI Ce C:apabl I | tes ************\ h"))l

KdPrint (("Syst emMke = Ox%\ n", devi ceExtensi on->Devi ceCapabilities. Systemtke));
KdPri nt ( (" Devi ceWake Ox%\ n", devi ceExt ensi on->Devi ceCapabilities. Devi ceWake));

KdPrint (("Syst emMke = %\ n",

Syst enPower St at eSt ri ng[ devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst enm\ake] ) ) ;
KdPri nt (("Devi ceWake = %\ n",

Devi cePower St at eSt ri ng[ devi ceExt ensi on- >Devi ceCapabi l i ti es. Devi ceWake]));

KdPrint (("Device Address: Ox%\n", deviceExtension->DeviceCapabilities.Address));

for (ul PowerLevel =Power Syst enlnspeci fi ed;
ul Power Level < Power Syst enivaxi num
ul Power Level ++)

KdPrint (("Dev State Map: sys st % = dev st %\n",
Syst enPower St at eSt ri ng[ ul Power Level ],
Devi cePower St at eSt ri ng[
devi ceExt ensi on- >Devi ceCapabi | i ti es. Devi ceSt at e[ ul Power Level ]]));

}
Irp->loStatus. Status = STATUS_SUCCESS;

return nt Status;

I'N
IN
I'N
)

{
/1
if
{
}
if
{
}

}
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[ ] REKKEAAAK KKK KKK KKK KA KKK KK KA XK Kk kA kX kK

/1

/1 File: pnp.h

/1

// khkkhkkhkhkkhhkkhhkhkhkhkkhhkdhkhkhhkhhkdhdhhhhhhrdhdkhkx*k
#i f ndef _pnpnp_h_

#define _pnpnp_h_

NTSTATUS
Di spat chPnP(

I N PDEVI CE_OBJECT Devi ce(bj ect,
I'N PI RP Irp

)s

NTSTATUS
St art Conpl et i onRout i ne(
I N PDEVI CE_OBJECT  Devi ce(bj ect,

IN PIRP Irp,
IN PVO D Cont ext
)

NTSTATUS

Start Devi ce(
I'N PDEVI CE_OBJECT Devi cebj ect
)

NTSTATUS
Get Descri pt or (
I N PDEVI CE_OBJECT Devi cebj ect,
I N UCHAR ucDescri pt or Type,
I N UCHAR ucDescri ptorl ndex,
I N USHORT usLanguagel D,
I'N PVO D descri pt or Buf fer,
I'N ULONG ul Buf ferSize
)
NTSTATUS
Conf i gureDevi ce(
I N PDEVI CE_OBJECT Devi ce(bj ect,
I'N ULONG Confi gl ndex
)

NTSTATUS

QueryCapabi liti esConpl eti onRouti ne(
I N PDEVI CE_OBJECT Nul | Devi ceObj ect ,
INPIRP Irp,

N PVO D Cont ext

[
)

#endi f
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[ ] REKKEAAAK KKK KKK KKK KA KKK KK KA XK Kk kA kX kK

/1
/1 File: power.c
/1

[ ] REKKEKARK KKK KKK KKK AKX KKK AKX Kk ko k kA X kK

#def i ne DRI VER

#pragma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"
#pragnma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio. h"

#pragnma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"
#pragma war ni ng(def aul t: 4200)

#i ncl ude "usbdlib. h"
#i nclude "ioctl.h"
#i ncl ude "sanpl e. h"
#i ncl ude "power. h"
#i ncl ude "pnp. h"

extern USBD_VERSI ON_| NFORMATI ON gVer si onl nf or mat i on;
ext ern BOOLEAN gHasRenot eWakeupl ssue;

UCHAR * Syst enPower StateString[] = {
" Power Syst emnspeci fied",
" Power Syst em\\or ki ng",
" Power Syst enS| eepi ngl",
" Power Syst enS| eepi ng2",
" Power Syst enSS| eepi ng3",
" Power Syst enHi ber nate",
" Power Syst enShut down",
" Power Syst enVaxi munt
h

UCHAR *Devi cePower StateString[] = {
" Power Devi ceUnspeci fi ed",
" Power Devi ceD0",
" Power Devi ceD1",
" Power Devi ceD2",
" Power Devi ceD3",
" Power Devi ceMaxi munt
}
extern UNI CODE_STRI NG gRegi stryPat h;

// EE R SR Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S Sk Sk Sk Sk S S Sk Sk Sk R S S S S kS S S S

/1 Function: PoSetDevi cePower St at eConpl et e
/1 Purpose: Conpletion routine for changing

/1 t he device power state
// IR EE R RS EEEEEEEEEEEEEEEEESEEEEEEESEEEEESEEEESEEEEESES]
NTSTATUS

PoSet Devi cePower St at eConpl et e(
I N PDEVI CE_OBJECT Nul | Devi cebj ect,
INPIRP Irp,
I'N PVO D Cont ext
) DeviceState

{
PDEVI CE_OBJECT devi cej ect = (PDEVI CE_OBJECT) Context;
PDEVI CE_EXTENSI ON devi ceExt ensi on = devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = I rp->l oSt atus. St atus;
Pl O_STACK_LOCATI ON i r pSt ack = loGetCurrentl|rpStackLocation (Irp);
DEVI CE_POWNER_STATE devi ceStat e = irpStack->Paraneters. Power. State.;
KdPrint (("enter PoSet Devi cePower St at eConpl ete\n"));
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/1 1f the lower driver returned PENDING nark our stack |ocation as pending al so.
if (1rp->Pendi ngRet ur ned)

{

| oMar ki r pPendi ng( 1 rp);
}
i f (NT_SUCCESS(nt Status))
{

KdPrint (("Updating current device state to %\n",

Devi cePower St at eSt ri ng[ devi ceState]));

devi ceExt ensi on- >Cur rent Devi ceSt at e. Devi ceSt ate = devi ceSt at e;
}
el se

KdPrint (("Error: Updating current device state to % failed. NTISTATUS = Ox%\n",
Devi cePower St at eStri ng[ devi ceSt at e]
nt Status));

}
KdPrint (("exit PoSet Devi cePower St at eConpl ete\n"));
return nt Status;

// EE R Sk Sk Sk Sk R Sk Sk S S Sk Sk Sk S kS S Sk Sk Sk S Sk S Sk Sk Sk Sk R S S S kS S S S S

/1 Function: Handl eSet Syt enPower St at e
/1 Purpose: Handle Set Power State (System
// khkhkhkhkkhkkhkkhkhkhkhkhkhkhhkhkhkhkhkhkhkhhrhhhkhkhkhkhkhkhkhrhrhrhrhkhkhkhkhkhkhkhdxdxxx
NTSTATUS
Handl eSet Syt enPower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,
IN PIRP Irp)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ce(bj ect - >Devi ceExt ensi on;

Pl O_STACK_LOCATI ON i rpSt ack = loGet Current | rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;

PONER_STATE sysPower St at e;

/] Get input system power state
sysPower St at e. SystenState = i rpStack->Paranet ers. Power. St at e. Syst enfSt at e;

KdPrint (("Power () Set Power, type SystenPowerState = %\n",
Syst emPower St at eSt ri ng[ sysPower St at e. SystenState] ));

/1 1f systemis in working state always set our device to DO
/Il regardless of the wait state or systemto-device state power nap
if (sysPowerState. SystenState == Power Syst em\or ki ng)

devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e = Power Devi ceDO;
KdPrint (("Power () PowerSystemMrking, will set DO, not use state nmap\n"));

/1 cancel the pending wait/wake irp
i f (devi ceExtensi on->Wai t Wakel r p)

BOOLEAN bCancel = | oCancel I rp(devi ceExtensi on->Wai t Wakel rp);

ASSERT( bCancel ) ;
}

el se // powering down

NTSTATUS nt St at usl ssueWWV = STATUS | NVALI D PARAMETER; // assune that we won't be
/1 able to wake the system

/1 issue a wait/wake irp if we can wake the systemup fromthis systemstate

/1 for devices that do not support wakeup, the system wake value will be

/1 Power Syst ennspeci fied ==

if (sysPower State. Systenttate <= devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst em\ake)

nt St at usl ssueWV = | ssueWi t Wake( Devi ceObj ect ) ;
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if (NT_SUCCESS(nt StatuslssueWN || ntStatuslssueWV == STATUS_PENDI NG

{
/1 Find the device power state equivalent to the given systemstate.
/1 We get this info fromthe DEVI CE_CAPABILITIES struct in our device
/1 extension (initialized in PnPAddDevice() )
devi ceExt ensi on- >Next Devi ceSt at e. Devi ceState =
devi ceExt ensi on- >Devi ceCapabi | i ti es. Devi ceSt at e[ sysPower St at e. Syst enfSt at e] ;
KdPrint (("Power () | RP_MN_WAIT_WAKE issued, will use state map\n"));
i f (gHasRenot eWakeupl ssue)
St art Thread(Devi ceObj ect ) ;
}
}
el se

/1 if no wait pending and the systemls not in working state, just turn off
devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e = Power Devi ceD3;

KdPrint (("Power() Setting PowerDeviceD3 (off)\n"));
} // powering down

KdPrint (("Current Device State: %\n",
Devi cePower St at eSt ri ng[ devi ceExt ensi on- >Curr ent Devi ceSt at e. Devi ceState]));

KdPrint (("Next Device State: s\ n",
Devi cePower St at eSt ri ng[ devi ceExt ensi on- >Next Devi ceSt at e. DeviceState]));

/1 We've determined the desired device state; are we already in this state?
i f (devi ceExtensi on->Next Devi ceState. Devi ceState ! =
devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt at e)

/1 attach a conpletion routine to change the device power state
| oCopyCurrent | rpSt ackLocat i onToNext (1 rp);
| 0Set Conpl eti onRout i ne(lrp,

PoChangeDevi ceSt at eRout i ne,

Devi cebj ect ,
TRUE,
TRUE,
TRUE) ;
}
el se
/1 Yes, just pass it on to PDO (Physical Device bject)
| oSki pCurrent | rpStackLocation(lrp);
}

PoSt ar t Next Power I rp(1rp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceObj ect, |rp);

KdPrint (("Power() Exit | RP_MN_SET_POWER (systen) with ntStatus Ox%\n", ntStatus));

return nt Status;
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[ ] KKKk kR ok ok ok ke kK K ok ok Kk K Kk R Kk R Rk kK kR Rk kR K Rk kK

/1 Function: Handl eSet Devi cePower St at e
/1 Purpose: Handle Set Power State (Device)
// khkkhkhkkhkkhkkhkhkhkhkhkhkhhkhkhkhkdhhhkhhrhhhkhkhkhkdhhkhkhbhrhrhrhkhkhkhkhkhkhhdxxx
NTSTATUS
Handl eSet Devi cePower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,

I'N PI RP Irp
{ )
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi cebj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = loGet Current | rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;
KdPrint (("Power () Set Power, type DevicePowerState = %\n",
Devi cePower St at eStri ng[ i r pSt ack- >Par anet er s. Power . St at e. Devi ceState]));
| oCopyCurrent | rpSt ackLocat i onToNext (1 rp);
| 0Set Conpl eti onRout i ne(lrp,
PoSet Devi cePower St at eConpl et e,
/1 Al ways pass FDO to conpletion routine as its Context;
/1 This is because the Driveroject passed by the systemto the routine
/1 is the Physical Device Object (PDO not the Functional Device Object (FDO
Devi ce(bj ect
TRUE, /1 invoke on success
TRUE, /1 invoke on error
TRUE) ; /1 invoke on cancellation of the Irp
PoSt ar t Next Power I rp(1rp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceCbj ect, |rp);
KdPrint (("Power() Exit | RP_MN_SET_POWER (device) with ntStatus Ox%\n", ntStatus));
return nt Status;
}

// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S Sk Sk Sk Sk Sk Sk Sk R Sk Sk S S Sk kS S S S S

/1 Function: Di spatchPower
/| Purpose: Dispatch routine for power irps
// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk S Sk S kS Sk S Sk Sk Sk Sk S S Sk Sk Sk R Sk Sk S kS
NTSTATUS
Di spat chPower (
I N PDEVI CE_OBJECT Devi ceObj ect,

I'N PI RP Irp
{ )
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i r pSt ack = loGetCurrentl|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;
KdPri nt (("Di spat chPower () | RP_MJ_POANER n"));
switch (irpStack->M nor Functi on)
{
case | RP_VWN_WAI T_WAKE:
KdPrint ((" \n")):
KdPrint (("Power() Enter |IRP_MN_WAIT_WAKE --\n"));
/1 The only way this cones through us is if we send it via PoRequest Powerlrp
/1 not attaching a conpletion routine
1 oSki pCurrent|rpStackLocation(lrp);
PoSt art Next Power I rp(1rp);
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceCbj ect, |rp);
br eak;
case | RP_MN_SET_PONER:
KdPrint (("Power() Enter |RP_MN_SET_POAER n"));
/1 Set lrp->loStatus. Status to STATUS SUCCESS to indicate that the device
/1 has entered the requested state. Drivers cannot fail this IRP.
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switch (irpStack->Paraneters. Power. Type)

case SystenPower St at e:
nt St at us = Handl eSet Syt enPower St at e( Devi ceObj ect, |rp);
br eak;

case Devi cePower St at e:

nt St at us = Handl eSet Devi cePower St at e( Devi ceCbj ect, |rp);
br eak;

}

br eak;

case | RP_WMN QUERY POVER:
/1
/1 A power policy manager sends this IRP to determ ne whether it can change
/1 the systemor device power state, typically to go to sleep.
/1
if (irpStack->Paraneters. Power. Type == Syst enPower St at e)

Handl eSyst enQueryl rp(Devi ceObj ect, Irp);
else if (irpStack->Paraneters. Power. Type == Devi cePower St at e)
Handl eDevi ceQueryl r p(Devi ceObj ect, Irp);
Ejr eak;
defaul t:

KdPri nt (("Power () UNKNOMN PONER MESSACE (%)\n", irpStack->M norFunction));

/1 Al unhandl ed power nessages are passed on to the PDO

| oCopyCurrent | rpSt ackLocat i onToNext (1 rp);

PoSt ar t Next Power I rp(1rp);

nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceCbj ect, |rp);

}
KdPrint (("Exit DispatchPower() ntStatus = Ox%\n", ntStatus ) );

return nt Status;

}

// EE RSk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S Sk Sk Sk S Sk S Sk Sk Sk Sk R Sk S S S Sk S Sk S S

/1 Function: ChangeDevi cePower St at eConpl eti on
/| Purpose: Handle conpletion of set device power

/1 irps
// EE R SR Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS S Sk S Sk S Sk Sk S Sk Sk Sk Sk R S S S Sk S S S S S S
NTSTATUS
ChangeDevi cePower St at eConpl et i on(
I N PDEVI CE_OBJECT Devi ceObj ect
I'N UCHAR M nor Functi on,
I'N PONER_STATE Power St at e,
IN PvO D Cont ext,
I'N Pl O_STATUS_BLOCK | oSt at us
)
{

PDEVI CE_OBJECT devi ceObj ect
PDEVI CE_EXTENSI ON devi ceExt ensi on

( PDEVI CE_OBJECT) Cont ext ;
devi ceObj ect - >Devi ceExt ensi on;

NTSTATUS nt St at us STATUS_SUCCESS;
Pl RP irp devi ceExt ensi on->l octl | rp;
if (irp)
{
| oConpl et eRequest (i rp, | O_NO_| NCREVENT) ;
}
i f (devi ceExtensi on- >Set Power Event Fl ag)
{
/1 since we are powering up, set the event
/1 so that the thread can query the device to see
/1 if it generated the renote wakeup
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KdPrint (("Signal Power Up Event for Wn98 Gol d/ SE/ ME\n"));
KeSet Event ( &devi ceExt ensi on- >Power UpEvent, 0, FALSE);
devi ceExt ensi on- >Set Power Event Fl ag = FALSE;

}

KdPrint (("Exiting ChangeDevi cePower St at eConpl eti on\n"));

return nt Status;

// EE R SR Sk Sk Sk Sk Sk Sk S S Sk Sk Sk Sk kS Sk S Sk Sk Sk Sk Sk kS Sk R S S S S kS

/1 Function: SetDevicePower State

/| Purpose: Change the device state
// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S S Sk Sk Sk Sk S Sk kR S S S S Sk

NTSTATUS
Set Devi cePower St at e(
I N PDEVI CE_OBJECT Devi cebj ect
I N DEVI CE_POWER_STATE Devi cePower St at e)
{
PDEVI CE_EXTENSI ON  devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = STATUS_SUCCESS;
PONER_STATE power St at e;
power St at e. Devi ceSt at e = Devi cePower St at e;
nt St at us = PoRequest Power | r p(devi ceExt ensi on- >Physi cal Devi ceObj ect,
| RP_MN_SET_POVER,
power St at e,
ChangeDevi cePower St at eConpl et i on,
Devi cebj ect ,
NULL) ;
return nt Status;
}

// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk S Sk S Sk kS S Sk Sk Sk Sk Sk Sk Sk Sk R Sk S S S Sk kS S R S R

/1 Function: |ssueWitWke
/1 Purpose: Createl/issue a wait/wake irp
// EE R Sk Sk Sk Sk Sk Sk Sk S S Sk Sk Sk S kS Sk S Sk Sk Sk Sk Sk S Sk Sk Sk R Sk S S S Sk kS S S S R
NTSTATUS
| ssueWi t Wake(
I N PDEVI CE_OBJECT Devi ce(bj ect
)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;
PONER_STATE power St at e;

KdPrI nt ((”*********************************\n"));

KdPrint (("1ssueWait Wake: Entering\n"));

/1

/1 Make sure one isn't pending already -- serial will only handl e one at
/Il a tine.

/1

if (devi ceExtension->WitWkelrp ! = NULL)

KdPrint (("Wait wake all ready active!\n"));
return STATUS_| NVALI D_DEVI CE_STATE;
}

power St at e. Syst enfSt at e = devi ceExt ensi on- >Devi ceCapabi | i ti es. Syst enl\ake;

nt St at us = PoRequest Power | r p(devi ceExt ensi on- >Physi cal Devi cebj ect,
I RP_MN_WAI T_WAKE,
power St at e,
Request Wai t WakeConpl et i on,
Devi ceObj ect
&devi ceExt ensi on- >Wai t Wakel r p) ;
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if (!devi ceExtension->WitWkelrp)

KdPrint (("Wait wake is NULL!'\n"));
return STATUS_UNSUCCESSFUL;

}

KdPrint (("IssueWai t Wake: exiting with ntStatus Ox% (wait wake is Ox%)\n",
nt St at us,
devi ceExt ensi on- >\Wai t Wakel rp) ) ;

return nt Status;

}

[ ] REKKEK KA KKK KKK KKK KA A KKK KA XK Kk A A XX h Kk k ok kXX kK

/1 Function: RequestWitWkeConpl etion
/| Purpose: Conpletion routine for irp generated

11 by PoRequest Power|lrp in | ssueWaitWake
// khkhkhkhkkhkkhkkhkhkhkhkhkhhhkhkhkhhkdhkhkhhrhhrhkhkhkhkdhkdhhkhhrdrhrhrkhkhkhkhkhkdkhdxxxkx
NTSTATUS
Request Wai t WakeConpl et i on(
I N PDEVI CE_OBJECT Devi cebj ect
I N UCHAR M nor Funct i on,
I'N PONER_STATE Power St at e,
IN PVO D Cont ext,
IN Pl O STATUS_BLOCK | oSt at us
)
{
PDEVI CE_OBJECT devi ceObj ect = Cont ext;
PDEVI CE_EXTENSI ON  devi ceExt ensi on = devi ce(bj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us = | oSt at us->St at us;

KAPr i nt ( (" ####HHH A N ) )

KdPri nt (" ### Request Wai t WakeConpl et i on #HHN"));

KdPri nt (( " #######HRHHHH R N ) )

devi ceExt ensi on- >Wai t Wakel rp = NULL;

KdPri nt ( (" Request Wai t WakeConpl eti on: Wake irp conpl eted status Ox%\n", ntStatus));
/11 oConpl et eRequest (devi ceExt ensi on- >Wai t Wakel rp, | O_NO_| NCREMENT) ;

swi tch (ntStatus)

{
case STATUS_SUCCESS:
KdPri nt ( (" Request Wi t WakeConpl etion: Wake irp conpl eted succefully.\n"));

devi ceExt ensi on->loctllrp = NULL;

/1 W need to request a set power to power up the device.
nt Status = Set Devi cePower St at e( Devi ceObj ect, Power Devi ceDO) ;

br eak;
case STATUS_CANCELLED:
KdPri nt (("Request Wai t WakeConpl etion: Wake irp cancelled\n"));
br eak;
defaul t:
br eak;

return nt Status;
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[ ] REKKEKKAK KKK KKK KKK KA A XK K K KA AR I Kk A AR h Kk k ok ok Ak k*

/1 Function: PoSystenfueryConpl eti onRoutine
/1 Purpose: Finish handling system suspend

11 notification
// PR SRR SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
NTSTATUS

PoSyst enQuer yConpl et i onRout i ne(
I N PDEVI CE_OBJECT Nul | Devi ceObj ect
INPIRP Irp,
I'N PVO D Cont ext

)

PDEVI CE_OBJECT Devi ceObj ect

2 ( PDEVI CE_OBJECT) Cont ext ;
PDEVI CE_EXTENSI ON devi ceExt ensi on

Devi ceObj ect - >Devi ceExt ensi on;

KIRQL irgl = KeGetCurrentlrgl();

KdPrint (("enter PoSystenfueryConpl etionRoutine at IRQL % with ntStatus Ox%\n",
irqgl == PASSIVE_LEVEL ? "PASSIVE LEVEL": "DI SPATCH LEVEL",
I rp->loStatus. Status));

/1 1f the lower driver returned PENDING nark our stack |ocation as pending al so.
if (1rp->Pendi ngRet ur ned)

| oMar ki r pPendi ng( 1 rp);
}

/1 Finish any outstandi ng transactions,
/1 wait for all transaction to finish here
KeWai t For Si ngl eObj ect ( &devi ceExt ensi on- >NoPendi ngTr ansact i onsEvent ,
Executi ve,
Ker nel Mode,
FALSE,
NULL) ;

Irp->loStatus. Status = STATUS_SUCCESS;

return STATUS_SUCCESS;
}

[ ] REK KKK K RK KKK KKK KKK AKX KKK KA AR I Kk A AR h Kk k ok kA ok k K

/1 Function: PoChangeDevi ceSt at eRout i ne
/1 Purpose: Conpletion routine for changing the

I device state due to system set power irps
// PR R R R R RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES
NTSTATUS

PoChangeDevi ceSt at eRout i ne(
I N PDEVI CE_OBJECT Nul | Devi cebj ect,
INPIRP Irp,
I'N PVO D Cont ext

)

PDEVI CE_OBJECT Devi cebj ect

PDEVI CE_EXTENSI ON devi ceExt ensi on

NTSTATUS Request | r pSt at us

DEVI CE_POWNER_STATE currDevi ceState
devi ceExt ensi on- >Current Devi ceSt at e. Devi ceSt at e;

DEVI CE_PONER_STATE next Devi ceState = devi ceExt ensi on->Next Devi ceSt at e. Devi ceSt at e;

( PDEVI CE_OBJECT) Cont ext ;
Devi ceObj ect - >Devi ceExt ensi on;
STATUS_SUCCESS;

KdPri nt (("Change device state from% to %\n",
Devi cePower St at eStri ng[ curr Devi ceSt at e],
Devi cePower St at eSt ri ng[ next Devi ceState]));

/1 1f the lower driver returned PENDING nark our stack location as pending al so.
if (1rp->Pendi ngRet ur ned)

| oMar ki r pPendi ng( 1 rp);
}

/1 No, request that we be put into this state
/1 by requesting a new Power Irp fromthe Pnp nanager
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devi ceExt ensi on- >Power |l rp = |rp;
i f (devi ceExtensi on->Next Devi ceSt at e. Devi ceSt ate == Power Devi ceDO)

KdPrint (("Powering up device as a result of system wakeup\n"));

devi ceExt ensi on- >Set Power Event Fl ag =
((devi ceExt ensi on- >Next Devi ceSt at e. Devi ceSt at e == Power Devi ceD0)
(devi ceExt ensi on->Current Devi ceSt at e. Devi ceState ! = Power Devi ceD0)
(gHasRenot eWakeupl ssue) ) ;

/1 sinply adjust the device state if necessary
if (currDeviceState ! = nextDeviceState)
{
devi ceExt ensi on->loctl | rp = NULL;
Request | rpSt at us = Set Devi cePower St at e( Devi ceObj ect ,
next Devi ceSt ate) ;

}
Irp->loStatus. Status = STATUS_SUCCESS;

return STATUS SUCCESS;
}

[ ] REKKEAKAK KKK KKK KKK AKX KKK KA XK Kk A A XX h Kk k ok kA ok k K

/1 Function: StartThread
/1 Purpose: Generic routine for starting a thread
// IR R SRS E SRS EEEE SRS RS R EEREEREEREEEEEESEEEESEESEESEEESES]
NTSTATUS
St art Thr ead(

I N PDEVI CE_OBJECT Devi cebj ect

)

{
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St at us;
HANDLE Thr eadHandl e;
nt St at us = PsCreat eSyst eniThr ead( &Thr eadHandl e,
( ACCESS_MASK) 0,
NULL,
(HANDLE) O,
NULL,
Power UpThr ead,
Devi cebj ect) ;
if (!NT_SUCCESS(ntStatus))
{
return nt Status;
}
1
/1 Convert the Thread object handle
/1 into a pointer to the Thread object
/1 itself. Then close the handle.
1
ObRef er enceObj ect ByHandl e(
Thr eadHandl e,
THREAD_ALL_ACCESS,
NULL,
Ker nel Mbde,
&devi ceExt ensi on- >Thr eadj ect,
NULL );
ZwC ose( ThreadHandl e );
return nt Status;
}
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[ ] R KKKk kR ok ok ok ok kK K ok ok R K K ok R Kk R Rk ok K R R Rk ok Kk R Rk R Kk R Rk R K R R Rk R R Rk kR kK

/1 Function: PowerUpThread
/1 Purpose: Perforns a Get Device Descriptor call after systemreturns

1 to SO to be replaced by vendor specific command for

1 querying the device if it generated a renpte wakeup

// E R Rk Sk Sk Sk Sk Sk S Sk S Sk S Sk Sk Sk Sk kS S Sk Sk Sk S Sk S Sk Sk Sk Sk Sk Sk S Sk Sk Sk Sk kS Sk kS kS S Sk S Sk Sk S S kS Sk S Sk S S S S S S S
VO D

Power UpThr ead(
I'N PVO D pCont ext
)

PDEVI CE_OBJECT Devi ceObj ect = pCont ext ;
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;

NTSTATUS nt St at us;

KeSet PriorityThread(
KeGet Current Thread(),
LOW REALTI ME_ PRIORI TY ) ;

nt St at us = KeWai t For Si ngl eObj ect (&devi ceExt ensi on- >Power UpEvent ,
Suspended,
Ker nel Mode,
FALSE,
NULL) ;

i f (NT_SUCCESS(nt Status))

{
PVO D descriptorBuffer = NULL;
ULONG si z;

KdPrint (("Power Up Event signalled - Perform ng get descriptor call\n"));

/1 Get the device Descriptor
siz = sizeof (USB_DEVI CE_DESCRI PTOR) ;
descri ptorBuffer = ExAl | ocat ePool (NonPagedPool , siz);

if (!descriptorBuffer)

ntStatus = STATUS NO MEMCRY;
}

el se

nt Status = Get Descri pt or (Devi ceObj ect,
USB_DEVI CE_DESCRI PTOR_TYPE,
0,
0,
descriptorBuffer,
si z);
ExFr eePool (descri ptorBuffer);
descri ptorBuffer = NULL;

}
KdPrint (("Power UpThread: Get Descriptor Call: Ox%\n", ntStatus));

}
KdPri nt (("Power UpThread - Term nating\n"));
PsTer m nat eSyst enThr ead( STATUS_SUCCESS ) ;
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[ ] R KKKk kR ok ok ok ok kK K ok ok R K K ok R Kk R Rk ok K R R Rk ok Kk R Rk R Kk R Rk R K R R Rk R R Rk kR kK

/1 Function: Handl eSystenfuerylrp
/1 Purpose: Deternmine whether or not we should prevent the systemfrom

1 going to sleep
// khkkhkkhkhkkhhkhhkhkhkhkhhkdhhdkhhhhdhhhhhhhdhhdhhhhhhhdhdhhhhdhdhdhhdhrdrdrhhhrdrdhdxhxk
NTSTATUS

Handl eSyst enQuer yl r p(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i rpSt ack = loGet Current | rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;

FALSE;
TRUE;

BOOLEAN f NoConpl et i onRout i ne
BOOLEAN f PassDownl r p

KdPrint ((" \n"));
KdPri nt (("Power () | RP_MN_QUERY_POAER to %s\n",
Syst emPower St at eSt ri ng[i r pSt ack- >Par anet er s. Power . St at e. SystenfState] ));

/1 first determine if we are transmtting data
i f (devi ceExtension->ul Qut Standinglrps > 0)
{
BOOLEAN f Opt i onDet er mi ned = FALSE;
ULONG  ul St opDat aTr ansm ssi onOnSuspend = 1;
BOOLEAN fTransm ttingCritial Data = FALSE;

// determine if driver should stop transmitting data
f Opti onDet erm ned = ( BOOLEAN) Get Regi st ryDwor d( &gRegi st ryPat h,
L" St opDat aTr ansm ssi onOnSuspend"”,
&ul St opDat aTr ansm ssi onOnSuspend) ;
/1 Note COVPANY_X_ PRODUCT_Y_REGQ STRY_PATH is the absolute registry path
/1 which would be defined as: L"\\ REA STRY\ \ Machi ne\\ System..
/1 .\N\ CurrentControl Set\\ Servi ces\\ COWPANY_X\\ PRODUCT_Y and corresponds
/1 to the following section in the registry (created by an .inf file or
/1 installation routine): HKLM\ System\ Current Control Set\\ Services...
/1 .\N\ COMPANY_X\ \ PRODUCT_Y whi ch woul d contain the DWORD entry
/1 St opDataTransm ssi onOnSuspend

if (ul StopDataTransm ssi onOnSuspend | |
1 fOptionDeterm ned ||
i rpSt ack- >Par anet ers. Power. St at e. Syst enSt at e == Power Syst enShut down)
/1 stop data transmission if the option was set to do so or if the
/1 option could not be read or if the systemis entering S5

/1 Set a flag used to queue up incomng irps
devi ceExt ensi on- >Power Tr ansi ti onPendi ng = TRUE;

/1 attach a conpletion routine to wait for
| oCopyCurrent | rpStackLocati onToNext (1 rp);
| 0Set Conpl eti onRout i ne(lrp,
PoSyst enfQuer yConpl et i onRout i ne,
Devi ceObj ect ,
TRUE,
TRUE,
TRUE) ;

f NoConpl eti onRouti ne = FALSE;
}

el se
f PassDownl rp = FALSE;

}
nt St at us = PassDownPower | r p(Devi ceObj ect, |rp, fPassDownlrp, fNoConpletionRoutine);

return nt Status;
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[ ] R KKKk kR ok ok ok ok kK K ok ok R K K ok R Kk R Rk ok K R R Rk ok Kk R Rk R Kk R Rk R K R R Rk R R Rk kR kK

/1 Function: PassDownPower|rp

/1 Purpose: Passes down a power irp. |If no conpletion routine is

1 necessary, then |oSkipCurrentlrpStackLocation() is called.
// RS S S S S SR EEEREEE SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S
NTSTATUS

PassDownPower | r p(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp,
I N BOOLEAN bPassDownl r p,
I N BOOLEAN bNoConpl eti onRouti ne

)

PDEVI CE_EXTENSI ON devi ceExt ensi on
NTSTATUS nt St at us

Devi ceObj ect - >Devi ceExt ensi on;
STATUS_SUCCESS;

/1 Notify that driver is ready for next power irp
PoSt ar t Next Power I rp(1rp);

if (bPassDownl rp)
if (bNoConpl eti onRouti ne)
{

/1 set the irp stack location for pdo
| oSki pCurrent | rpStackLocation(lrp);

/! pass the driver down to the pdo
nt Status = PoCal | Dri ver (devi ceExt ensi on- >St ackDevi ceObj ect, |rp);
}

el se

ntStatus = Irp->loStatus. Status = STATUS_UNSUCCESSFUL,;
Irp->loStatus. I nformation = 0;
| oConpl et eRequest (1 rp, |1 O NO_ | NCREMENT) ;

}

return nt Status;

}

// E R Rk Sk Sk Sk Sk Sk S Sk S Sk S S Sk Sk kS S Sk Sk S Sk S Sk Sk Sk Sk Sk Sk S Sk S Sk Sk Sk kS Sk Sk S Sk Sk Sk S R S Sk Sk S S Sk S S S S S S S

/1 Function: Handl eDevi ceQuerylrp
/| Purpose: Accept a request to power down if no data is being

/1 transmtted
// IR RS R RS RS EE R E SRS SRR RS RS RS EE SRS RS SRR REEEEREEREEERESEEREEREEESEEEEEEESEEEESEEESES]
NTSTATUS

Handl eDevi ceQuer yl r p(
I N PDEVI CE_OBJECT Devi cebj ect,

INPIRP Irp
{ )
PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON i rpSt ack = loGet Current!|rpStackLocation(lrp);
NTSTATUS nt St at us = STATUS_SUCCESS;
KdPrint ((" \n"));
KdPrint (("Power () | RP_MN_QUERY_POAER to %s\n",
Devi cePower St at eStri ng[irpSt ack- >Par anet ers. Power . St ate. DeviceState]));
nt St at us = PassDownPower | r p( Devi ceObj ect,
Irp,
(BOOLEAN) (devi ceExt ensi on- >ul Qut St andi ngl rps == 0),
TRUE); // No conpletion routine
return nt Status;
}
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[ ] REKKEAAAK KKK KKK KKK KA KKK KK KA XK Kk kA kX kK

/1

/1 File: power.h

/1

// khkkhkkhkhkkhhkkhhkhkhkhkkhhkdhkhkhhkhhkdhdhhhhhhrdhdkhkx*k
#i fndef _power_h_

#define _power_h_

NTSTATUS
PoSet Devi cePower St at eConpl et e(
I N PDEVI CE_OBJECT Nul | Devi cebj ect,
INPIRP Irp,
I'N PVO D Cont ext
)
NTSTATUS
Handl eSet Syt enPower St at e(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp
)

NTSTATUS
Handl eSet Devi cePower St at e(

I N PDEVI CE_OBJECT Devi ce(bj ect,
IN PI RP Irp

);

NTSTATUS
Di spat chPower (
I N PDEVI CE_OBJECT Devi cebj ect,

IN PI RP Irp
)i

NTSTATUS

ChangeDevi cePower St at eConpl et i on(
I N PDEVI CE_OBJECT Devi ce(bj ect
I N UCHAR M nor Funct i on,
I N PONER_STATE Power St at e,
IN PVO D Cont ext ,
IN Pl O STATUS_BLOCK | oSt at us
)

NTSTATUS

Set Devi cePower St at e(
I N PDEVI CE_OBJECT Devi ceObj ect ,

I N DEVI CE_POWER_STATE Power St at e
)

NTSTATUS

| ssueWi t Wake(

I N PDEVI CE_OBJECT  Devi ceObj ect
)

NTSTATUS

Request Wi t WakeConpl et i on(
I N PDEVI CE_OBJECT Devi cebj ect
I'N UCHAR M nor Functi on,
I N PONER_STATE Power St at e,
IN PVvO D Cont ext,
I'N PI O_STATUS_BLOCK | oSt at us
)

NTSTATUS

PoSyst enQuer yConpl et i onRout i ne(
I' N PDEVI CE_OBJECT Nul | Devi cebj ect
INPIRP Irp,

I'N PVO D Cont ext

)i

NTSTATUS
PoChangeDevi ceSt at eRout i ne(
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I N PDEVI CE_OBJECT Nul | Devi ceObj ect
INPIRP Irp,

I'N PVO D Cont ext

) .
NTSTATUS

Start Thread(

I N PDEVI CE_OBJECT Devi ceObj ect

)

va D
Power UpThr ead(
I'N PVO D pCont ext

);

NTSTATUS
Handl eSyst emQuer yl r p(

I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp

)s

NTSTATUS
Handl eDevi ceQueryl r p(

I N PDEVI CE_OBJECT Devi ce(bj ect,
INPIRP Irp

);

NTSTATUS

PassDownPower | r p(
I N PDEVI CE_OBJECT Devi cebj ect,
INPIRP Irp,
I N BOOLEAN bPassDownl r p,

N BOOLEAN bNoConpl et i onRout i ne

[
)

#endi f

// ER R I R R I I I
/1

/1 File: ioctl.c

/1

[ ] REKKKA KKK KKK KKK KKK AKX KKk kKA K h ok k kA X kK

#def i ne DRI VER

#pragma war ni ng(di sabl e: 4214) // bitfield nonstd
#i ncl ude "wdm h"
#pragnma war ni ng(def aul t: 4214)

#i ncl ude "stdarg. h"
#i ncl ude "stdio.h"
#i ncl ude "devioctl.h"

#pragnma war ni ng(di sabl e: 4200) //non std struct used
#i ncl ude "usbdi . h"
#pragma war ni ng(def aul t: 4200)

#i ncl ude "ushbdlib. h"
#include "ioctl.h"
#i ncl ude "sanpl e. h"
#i ncl ude "power. h"

extern USBD_VERSI ON_| NFORMATI ON gVer si onl nf or mat i on
ext ern BOOLEAN gHasRenot eWakeupl ssue
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[ ] R KKKk kR ok ok ok ok kK K ok ok R K K ok R Kk R Rk ok K R R Rk ok Kk R Rk R Kk R Rk R K R R Rk R R Rk kR kK

/1 Function: Processloctl
/1 Purpose: Handle DeviceloCrl requests
// PR S SRS S SRR R SRS SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS
NTSTATUS
Processloctl (
I N PDEVI CE_OBJECT Devi cebj ect,

INPIRP Irp
{ )
NTSTATUS nt St at us = STATUS_SUCCESS;
PDEVI CE_EXTENSI ON  devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON irpStack = loGet Current | rpStackLocation (lrp);
PVO D i oBuffer;
ULONG i nput Buf f er Lengt h;
ULONG out put Buf f er Lengt h;
ULONG i oCont r ol Code;
ULONG | ength = 0;
Irp->loStatus. Status = STATUS_SUCCESS;
Irp->loStatus. I nformation = O;
ASSERT (devi ceExt ensi on);
i oBuf fer = | rp->Associ at edl rp. Syst enBuffer;
i nput Buf f er Lengt h = irpSt ack->Paranet ers. Devi cel oControl . | nput Buf f er Lengt h;
out put Buf ferLength = irpStack->Paraneters. Devi cel oControl . Qut put Buf f er Lengt h;
i oCont r ol Code = irpSt ack->Par anet ers. Devi cel oControl . | oCont r ol Code;
switch (ioControl Code)
{
case | OCTL_GET_DEVI CE_POWER STATE:
PULONG pul Power State = (PULONG) i oBuffer;
KdPrint (("1 OCTL_GET_DEVI CE_POWNER_STATE: O0x%\n",
(ULONG) devi ceExt ensi on- >Current Devi ceSt at e. Devi ceState) ) ;
*pul Power St at e = (ULONG) devi ceExt ensi on->Current Devi ceSt at e. Devi ceSt at e;
Irp->loStatus. Information = I ength = sizeof (ULONG ;
}
br eak;
case | OCTL_RESET_PARENT_PORT:
nt Status = Reset Parent Port (Devi ceQbj ect) ;
Irp->loStatus. I nformation = O;
br eak;
case | OCTL_GET_USBDI _VERSI ON\:
{
PULONG pul Version = (PULONG) i oBuffer;
*pul Versi on = gVersi onl nfornati on. USBDI _Ver si on;
Irp->loStatus. Status = ntStatus = STATUS_SUCCESS,
I rp->loStatus. Status = sizeof (ULONG ;
}
br eak;
defaul t:
nt Status = STATUS_| NVALI D_PARAMETER;
}
Irp->loStatus. Status = nt St at us;
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if (ntStatus == STATUS_PENDI NG

I oMar ki r pPendi ng( 1 rp);
}

el se

{
| oConpl et eRequest (I rp, | O_NO I NCREMENT) ;

return nt Status;

[ ] R KKKk ok ok ok kR K K ok ok R R K ok ok KR R Rk R K R R Rk R K R R Rk R Kk R Rk R K R R Rk kK R Rk kR kK

/1 Function: ResetParentPort
/1 Purpose: Rest the device
// IR RS R RS RS EE R E SRS SRR E SRS EEEE SRS RS SRR EEEREREEREEEREEREEREESEESEEEEEEESEEEESEEESES
NTSTATUS
Reset Par ent Por t (
I N PDEVI CE_OBJECT Devi cebj ect

)

PDEVI CE_EXTENSI ON devi ceExt ensi on = Devi ceObj ect - >Devi ceExt ensi on;
NTSTATUS nt St atus, status = STATUS_SUCCESS;

PIRP irp;

KEVENT event;

| O_STATUS_BLOCK i oSt at us;

Pl O_STACK_LOCATI ON next St ack;

KelnitializeEvent (&vent, NotificationEvent, FALSE);

irp = |l oBuil dDevi cel oContr ol Request (
| OCTL_| NTERNAL USB RESET_PORT,
devi ceExt ensi on- >St ackDevi cebj ect ,
NULL,
0,
NULL,
0,
TRUE, // internal ( use |RP_MJ_I NTERNAL_DEVI CE_CONTROL )
&event ,
& oSt atus);

next Stack = | oGet Next | rpStackLocation(irp);
ntStatus = loCall Driver(devi ceExt ensi on->St ackDevi ceoj ect, irp);

if (ntStatus == STATUS_PENDI NG
{
status = KeWai t For Si ngl eoj ect (&event,

Suspended,
Ker nel Mbde,
FALSE,
NULL) ;

}

el se

{

}

/1

/1 USBD nmaps the error code for us
/1

ntStatus = ioStatus. Status;

ioStatus. Status = nt St at us;

KdPrint (("Exit ResetPort (%)\n", ntStatus));

return nt Status;

Kosta Koeman
Intel Architecture Labs

73



[ ] REKKEAAAK KKK KKK KKK KA KKK KK KA XK Kk kA kX kK

/1

/1 File: ioctl.h

11

// khkkkhkkhkkhkkhkhkhkhkhkhhkhkhkhkhkhkdkhkhrhrhhhkhkhkhkhkhrhrhrhrhddkk
#i f ndef __ICCTL_H__

#defi ne __IOCTL_H _

#define | OCTL_I NDEX 0x0000

#def i ne | OCTL_GET_DEVI CE_POWER STATE  CTL_CODE(FI LE_DEVI CE_UNKNOWN, \
| OCTL_| NDEX, \
METHOD_BUFFERED, \
FI LE_ANY_ACCESS)

#def i ne | OCTL_RESET_PARENT_PORT CTL_CODE( FI LE_DEVI CE_UNKNOWN,  \
| OCTL_| NDEX+1, \
METHOD_BUFFERED, \
FI LE_ANY_ACCESS)

#define | OCTL_GET_USBDI _VERSI ON CTL_CODE( FI LE_DEVI CE_UNKNOWN,  \
| OCTL_| NDEX+2, \
METHOD_BUFFERED, \
FI LE_ANY_ACCESS)

#endif // __IOCTL_H

[ ] REKKEAAAK KKK KK KKK KKK KA KKK KA XK h ok k kA X kK

/1

/1 File: guid.h

/1

// khkkhkkhkhkkhhkkhhkhkhkhkkhhkdhkhhhkhhkhhdhhhhhhrdhdhdkx*k
#i fndef _guid_h_

#define _guid_h_

/1 {41D40828- 3DEB- 11d3- BCFB- 00A0C956C0OB7}
DEFI NE_GUI D( GUI D_CLASS_PM 0x41d40828, 0x3deb, 0x11d3, Oxbc, Oxfb, 0x0, Oxa0, 0xc9, 0x56
0xc0, 0xb7);

#endi f
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